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571 ABSTRACT

A system for encrypting and decrypting digital data wherein
the data is divided in packets of N blocks X(1) . . . X(N) of
2" bits. comprises zn encryption device and a decryption
device. The encryption device reverses the sequence of the
blocks X(1) . . . X(N) before a XOR operation 2rd next an
encryption operation by means of an encryption algorithm E
is cartied out on each block of a packet. Thercby the

511 Int, CL® HO4L 9/80 following encrypted blocks Y(1) o Y(N) are formed
Esz; us.Qa 380/37: ISOM9 Y(1)=EB [XQVHIV], Y(I)=E [X(N~i+1+Y(~1)} for i>1 and
y . e ’ iSN. The encrypted blocks Y(1) . . . Y(N) arc wansferred b
[58] Ficld of Search 380/29. 37. 46 y
““““““““““““““““ - h 38-0/ 49‘ a sender in reversed seguence Y{N) . . . Y(1} 1o a receiver.
The decryption device at the receiver obtains the original
blocks X(1). . . X{N) by carrying out a decryption operation
(561 Refe es Clted by means of a decryption algorithm D and next a XOR
U.S. PATENT DOCUMENTS operation on each block Y{N) ... Y(}) received. Therehy the
original blocks are obtained as follows: X(i=D [Y{N-j+1)
e oss Sty ol T Spoap HYOND for =L 2., Nk XQU=D YDAV
5301231 4/1934 Abraham et al. —einesmsnean 38049
5345508 971994 Lynn et al. wesmnssrrersmsersrs 38046 12 Claims, 2 Drawing Sheets
TIME
T 74 BLOCK DA BLOCK WITIAL
IMIHAEIOCA’ | [ #884’.&'&’ ‘M C"g I g pililen
- e : ¢
A xX BK C x D x
£ E £ £
A 4 8’ c! D"
=] a
A ¢ BJ C.r DI
D D 4 J4]
A TIAL
4 o é‘ €>.—_J
8474 MJ s dock| |pamaooc| | ommawex
‘ A -] ‘ D

P
TIME




5,799,089

Sheet 1 of 2

Aug. 25, 1998

U.S. Patent

IWIL
f—

4
XYoo viva

¢ *61f

\KN.QM 79 ku%um vivra \F.Gu%ﬂa a7
s S SRR
) o] | [ X,
a a ad
/d »- 12 > -4

/7 > .2 -
7 4
MYy x?
A [
% =9
YOU2A a J
7L Y078 Wind Y18 @
Wil

-

g
Y04 vivd

4
X079 ¥l




U.S. Patent Aug. 25, 1998 Sheet 2 of 2 5,799,089
ENCRYPTING
| kY ScHEME
‘_ / R1:012345¢7
KFY REGISTER 2:12345670
Fe7l6l5]4]3]2]7]0k R3:234 56701
‘ " ,;4:3;247012
YOR b7, 5:454 70123
P SBOX | R%:56701234
0% 12 767012345
PERMUTATION ). 7
ELFMENT &
OR ¢ SHIFT REGISTER
f 716 5 4 3 e 2}—{/ 0]
YOR ]
. XOK

gig- 2

DECRYPTING
KEY SCHEME
KEY REGISTER g???%%?
f | 4
76154132170} £3:32107654
‘,!{:.T.;J 141312171 R1:271076543
XOJ?/:; \// Rs:1 0765432
b 74 R765432710
FPERMUTATION
ELEMENT 13
-8
xR | SHIFT REGISTER
73] {2710k
Y

_XOK

fig. 3




5,799.089

1

SYSTEM AND APPARATUS FOR
BLOCKWISE ENCRYFPTION/DECRYPTION
OF DATA

BACKGROUND OF THE INVENTION

The invention relates to a system for encrypting and
decrypting digital data.

A known system uses the so-catled cipher block chaining
(CBC) method. Although an cneryption of digitat data can
be obtained by this known CBC method, which cneryption
can hardly be decrypted by unauthorized persons. the known
systern has some disadvantages. These disadvantages are
prescnt in particular in applicstions in the field of digital
television, wherein a minor number of senders and a very
high number of receivers arc involved and high processing
specds ars sequired in view of the large amount of digitat
data to be transmitted. In using the usual CBC method. a
buffer storage is required in the receiver, in which four block
lengths of digital data can be stored, Such a large buffer
storage increases the costs of the receiver which is a major
disadvantage in systems with a high number of receivers.
Further. & header with a fixed bit pattern is generally
provided at the beginning of each packet of digital data. As
in the kmown CBC method. the first block is combined with
& fixed initial vector, this could result in a recognizable bit
pattern int the encrypted data. Such a recognizable bit pattern
provides a potential attack for decrypting the encrypied data
by unauthorized persons.

SUMMARY OF THE INVENTION

The invention aims to provide a system of the above-
mentioned type wherein the disadvantages of the known
system are obviated in an effective manner and which is
particularly suitable for application in the field of digital
television.

In this manner a system is obtained wherein at the receiver
side a buffer storage is regnired of two times the blocklength
in bits so that the costs are decreased. By reversing the
sequence of the blocks, it is further obtained that the initial
vector is combined with variable data, whereby the header
part of the packet as last block is combined with a variable
bit pattern. so that it is guaranteed that a fixed pattern cannot
be found in the encrypted blocks. The method used in the
system according to the iavention can be indicated as
reverse cipher block chaining or RCBC method.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention will be further explained by reference to the
drawings in which an embodiment of the system of the
invention is schematically showa. :

FIG. 1 schematically shows the RCBC method used in the
system of the invention.

FIG. 2 schematically shows the operation of the etcrypt-
ing device of the invention by means of a block diagram.

FIG. 3 schematically shows the operation of the deeryp-
tion device of the invention by means of a block diagram.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

Refemring to FIG. 1 there is very schematically shown an
embodiment of the encryption and decryption method used
in the system of the invention. In the embodiment shown it
is assumed that packets of data are divided in four blocks A.
B.C and D each having a length of 64 bits. At the sender side

10

50

55

60

65

2

the sequence of the blocks A-D is reversed in an encryption
device not further shown. so that the blocks D, C. B and A
are encrypled successively in time. In the first encryption
step block D js subjected to an exclusive— or operation or
XOR operation indicated by the symbol -+ In the first step.
the XOR operation js carried out with an initial vector IV
also having a length of 64 bits, As shown in FIG. 1. a data
block D* is oblzined in this manner. which is thereafter
subjected fo an encryption operation by means of an encryp-
tion algocithm E which will be further explaincd hereafter.
Thereby the encrypted data or cypher text block I’ is finally
obtained.

In the second step, the data block C and the encrypted data
block D' are subjected to a XOR operation providing an
encoded data block C* which is thercafter encrypted by
means of the encryption algorithm E into an encrypted data
block C*. In the next steps the encrypied data blocks B' and
A' are obtained in a comesponding mannetr,

Before transferring the data, the scquence is again
reversed, so that the encrypied data blocks A'. B, C and IY
are successively transferred.

At the receiver side. the received encrypted data block A'
is subjected in the first step to a decryption operation by
means of & decryption algorithm I, so that the encoded data
block A* is obtained, This encoded data block A* is there-
after subjected to a XOR operation with the second
encrypted data block B' received by now, so that the original
data block or plain text block A is obtained.

As schematically shown. the next original data blocks B
and C are obtained in a corresponding manner, whereafter
the last data block D is obtained by a XOR operation of the
encoded data block D* and the initial vector IV.

In a more general way jt can be stated that the following
operation is carried out at the scnder side.

The digital data is divided into packets of N blocks X(1).
X(2) ... X(N). wherein each block has 2™ bits. The sequence
of the blocks is reversed before the encryption operation into
X, XMN-1) . . . X(1). This sequence of blocks is
encrypted by the encryption algorithm E in the following
manner;

Y(1RE IX(NHY]
WO=F [X(N=-i+1¥(i-1)] for i>] and JEN.

The sequence of these encrypted blocks is again reversed.
50 that the sequence Y(N), Y(N-1) . . . ¥(1) is transferred to
the receiver.

At the receiver side the original data blocks are obtained
by means of the decryption algorithm D as follows:

X(N=D [Y(N-H1 YN for =1, 2. .., N=1
X(N=D IRV,

The RCBC method described shows the significant
advantage that a buffer storage at the receiver is required for
storing two data blocks only. Compared to known systems
the tequired storage at the rcceiver is halved. This is
obtained at the expense of a larger storage at the sender. as
the sequence of the data blocks within each packet has to be
reversed at the sender. Thereby the system of the invention
is suitable in particular for applications in systcms wherein
only one or some senders are provided and a large number
of zeceivers, as for example in digital tefcvision broadcast
systems, Further. the system described shows the advantage
that during encryption the initial vector is combined with a
variable data block whereas the last encrypied data block




5.799,089

3
generally comprising a header with a fixed pattern is thereby
combined with a variable ehcrypted data block. Thereby it is
avoided that a fixed pattern caused by the header part of each
packet could be recognized in the encrypted data.

Finally. the system of the invention has the advantage that
the pipeline delay at the receiver side. i.c. the delay time
until a first decrypied data block appears. is restricted to one
block length in time, whereas this pipeline delay is three
block lengths in time for the knowe CBC method.

The encryption algorithm E and the decryption algorithm
D used in the systcm of the invention will be further
explained hereafter by reference to FIGS. 2and 3, |

As shown in FIG. 2. the encryption device comprises a
shift register 8 having eight memory elements -7 each
having 8 bits. It is also possibe to have a different number
of bits for each memory element. A XOR clement is pro-
vided between the memory elements 2 and 3. 5 and 6. 0 and
7. respectively. said XOR element being indicated by + and
having a XOR gate for each bit. When an output or input is
mentioned hercinafter. aciually a number of output or input
lines corresponding with the number of bits of the memory
elements is indicated. The output of memery clement 0 of

the shift register 8 is connected to the XOR elements:

preceding the memory elements 2 and 7. The output of
memory element 7 is connected to a XOR element 10 to
which a cycling key register 11 is also connected.

This kecy register 11 also comprises eight memory ele-
ments 0-7 each having 8 bits. A key of 64 bits is stored in
this key register. The output of XOR element 10 is connected
to a look-np table 12 of 256 elements cach having 8 bits,
which lock-up table is also referred to as substilution
module or S-box. The output of the S-box I2 is applied to
the XOR clement ahead of memory clemant 7 of the shift
register 8 and after going through a permutation element 13
to the XOR element between memory elements S and 6 of
the shift register 8.

The cycling key register 11 is synchronously stepped with
the shift register 8, In order to encrypt a data block. the data
block is loaded into the shift register. whereafter the data is
shifted oge memory element to the right after each step,
wherein the contents of the memory clement 0 is shifted to
the memory element 7. After cight steps the data block is
shifted onc round and the key in the key register 11 is
advanced one step as indicated schematically by a dashed
line 14. Thercafter the cocryption process is repeated six
times. The shifting of the key in the key register 11 is shown
in a table in FIG. 2, wherein cach cycle of eight steps is
indicated by RL R2 ... R7. Of course it is also possible to
repeat the encryption process a higher or lower number of
times,

In contrast (0 known encryption algorithms, like the DES
algorithm, a single relatively large S-box is used in the
described encryption device instead of & plurality of smatl
S-box clements. The use of one large S-box shows the
advantage that a very strong non-linearity is introduced in
onc step. The byte of memory element 7 is directly com-
bined with a byte of the key and the operation providsd by
the S-box provides a strong non-lincarity introduced in
memory element 7 and after permutation through the per-
mutation clement 13 in memory element 5, As the byte is
modified in a non-lincar manner at the output of the S-box
12 and is introduced into the shift register 8 at two locations,
a rapid diffusion of this non-linearity is obtained. Thereby a
better encryption is obtained then would be possible by
means of a plurality of small S-box elements. The use of the
XOR element between the memory clements 2 and 3 of the
shift register 8 shows the advantage that the number of
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4

possible keys at a certain bit length of the key is doubled as
compared to the known DES algorithm because there is no
connection anymore between the complement of a data
block with the complement of the key and the complement
of the encrypted data block

As shown in FIG. 3. decryption is obtained by the
reversed operation,

It is noted that the described RCBC method of the
invention can also be applied in such a manner that the
sequence of the blocks of each packet is not reversed before
the encryption. In this case the blocks will be received at the
receiver in reversed sequence X(N), X(N-11). .. X(1). In
this case the blocks can be reversed at the receiver,

The invention is pot restricted to the above-described
embodiment which can be varied in a number of ways within
the scope of the invention.

We claim:

1. A system for encrypting and decrypting digital data,
wherein the data is divided into packets of N blocks
(R(1) . . . X(N)) of 2™ bits. said system comprising:

an encryption device having encryption means for per-

forming a XOR operation (+) and then an encryption
operation by means of an encryption algarithm (E) on
cach block of a packet, wherein encrypted blocks
(Y(1). .. Y(N)) arc obtained according to

H1)=E XNV
Y((=E [XIN—+1}+}(i-1)] for i>] and iSN,

where 1V s an initial vector. and whercin said encryption
means reverses the sequence of the blocks (X(1) . . . X(N))
before carrying out the encryption and XOR opezations, and
wherein said encryption device includes means forreversing
the enaypted blocks (Y(1) . . . YQN)) before transferting the
encrypted blocks (Y(1) . . . Y(N)); and
a decryption device having means for performing a
deeryption algorithm (D) and then the XOR operation
on cach enarypted block (Y(1) . . . Y(QN)), wherein the
originat blocks (X(1) ... X{N)) are obtained according
to

X(B=D [HN—+1¥N-1) for =1, 2. .. N-1
X(N=D [R1)HY

2. The system according to claim 1, wherein for camrying
out the decryption algorithm the decryption devics com-
prises a shift register with eight memory elements (0.
L....7) each having 2* bits and a key register with eight
memory clements (0. L.... . 7) of 2* bits, said registers being
controlled synchronously for shifiing data in paralle] ib a
direction of memory element (0) to memory element (7).
wherein the output of memory element (7) is coupled to
memory element (0), and wherein the cutput of memory
element (6) of the shift register and the output of memory
element (7) of the key register are subjected to a XOR
operation and the output of the XOR operatior is processed
by a look-up table with 256 elements each having 2* bits and
the output obtained is applied to a XOR operation at the
output of memory element (5) at the input of memory
clement (0). respectively.

3. The system according to claim 2. wherein the output of
the look-up table is subjected to a permutation before the
XOR operation ahead of the output of memory element (S).

4. The system according to claim 2. wherein the third
memory element (3) receives as an input a XOR operation
of the output of memory elements (2 and 7).
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5. The system according to claim 2. wherein the original
data loaded into the shift register is processed in eight steps.
whereafter the key in the key register is advanced by onc
memory element. whereafter processing in cight steps is
repcated a number of times before the decrypted data is
retrieved from the shift register.

6. The system according to claim I. wherein for carrying
out the encryption algorithm (E) the encryplion device
comprises a shift register with eight memory elements (0.
1....7) each having 2* bits and a key register with eight
memory elements (0. 1. . .. 7) of 2* bits, said registers being
controlled synchronously for shifting data in parallel in a
direction of memory element (7) to memory element (0).
wherein the output of memory clement (0) is coupled to
memory element (7). and wherein the output of memory
element (7) of the shift register and the output of memory
element (0) of the key register arc subjected %o a XOR
operation and the output of the XOR operation is processed
by a look-up table with 256 elements each having 2* bits and
the output obtained is applied to a XOR operation at the
input of memory element (5) and together with the output of
the memory element (0) at the input of the memory element
(7). respectively.

7. The system according to claim 6. wherein the output of
the look-up table is subjected to a permutation before the
XOR opecration ahead of the input of memory element (5).

8. The system according to claim 6. wherein the second
memory element (2) receives as input 2 XOR operation of
the outpat of memory clements (0 and 3).

9. The system, according to claim 6, wherein the original
data loaded into the shift register is processed in cight steps.
whereafter the key in the key register is advanced by one
memory clement. whereafter processing in eight steps is
repeated a number of times before the encrypied data is
retrieved from the shift register.

10. An encryption device for 2 system for encrypting and
decrypting dipital data, wherein the data is divided into
packets of N blocks (X(1) . . . X(N)) of 2™ bits, the
encryption device having encryption means for performing

a XOR operation (+) and then an encryption operation by

means of an encryption algorithm (E) on cach block of a
packet, wherein encrypted blocks (Y(1} . . . Y(IN)) are
cobtained according to

Y1) [X(NPIV]
YGRE [X(N—+13+¥(i-1)] for i>1 and iEN,
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where TV is an initial vector. and wherein said encryption
means reverses the sequence of the blocks (X(1) . ..
X(N)) before carrying out the encryption and XOR

operations.
11, A decryption device for a system for encrypting and

decrypting digital data. wherein the data is divided into
packets of N blocks (X(2), . . X(N)) of 2™ bits and encrypted
into packets of N blocks (¥(1) . . . Y{N)). the decryption
device having means for performing a decryption algorithm
(D) and then a XOR operation (4) on cach encrypted block
(Y(1)...Y(N}), whercin the original blocks (X(1) ... X(N))
are obtained according to

XD [YIN-H1FV) for =1, 2. .., M=l
X(NED Y)Y

where IV is an initial vector.

12. A method for encrypting and decrypting digital data.
wherein the data is divided into packets of N blocks
{X(1) . . . X(N)) of 2™ bits. said systern comprising:

reversing the blocks (X(1) . . . X(N)) of a packet;

encrypting the blocks (X(1) . . . X(NV)). the step of
encrypting including performing a XOR operation (+)
and thenr an encryption operation by means of an
encryption algorithn (E) on each block of a packet.
wherein encrypted blocks (Y(1).. . Y(N)) are obtained
according to

Y(1}=E [X(Ny+iV]
Y{=E [X(N—+ 17 Y(i-1)] for i>] wnd i&N,

where IV is an initial vector;

reversing the encrypied blocks (Y(1) . . . YQN));

wansferring the encrypted blocks (¥(1) .. . Y(N)) to a
receiver; and

decrypting the encrypted blocks (Y(1) . . . Y(N). the step
of decrypting including performing a decryption algo-
rithm (D) and then the XOR operation on cach

encrypted block (Y(1) . . . Y(N)). wherein the original
blocks (X(1) . . . X(N)) arc obtained according to

X(D=D T¥N-i+1)H¥(N=i) fori=l, 2.. ., N-1

X(Ne=D [H(RIV




