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Abstract:
Analysis of IP based Transport Protocols and requirements to support ESMI interface.
Recommendation:

It is recommended that SCTP should be used as the transport protocol of ESMI interface.
Comparison Between SCTP, TCP and UDP:
Two major new capabilities are designed into SCTP: the support for multi-homed hosts and the support for multiple streams in a single SCTP association.

The built-in support for multi-homed hosts allows a single SCTP association to run across multiple links or paths, hence achieving link/path redundancy. With this capability, an SCTP association can be made to achieve fast failover from one link/path to another with little interruption to the data transfer service.

The multiple stream mechanism is designed to solve the head-of-the-line blocking problem of TCP. This feature gives the user of SCTP the ability to define subflows inside the overall SCTP message flow and to enforce message ordering only within each of the subflows. Therefore, messages from different subflows will not block one another.

Besides the two major new features just described, there are other enhancements designed into SCTP. Table 1–1 gives a more detailed feature comparison between SCTP and TCP and UDP.
Table 1–1:  Feature Comparison Between SCTP, TCP, and UDP

	Protocol Feature
	SCTP
	TCP
	UDP
	Required by EMSI?

	State required at each endpoint
	yes
	yes
	no
	yes

	Reliable data transfer
	yes
	yes
	no
	yes

	Congestion control and avoidance
	yes
	yes
	no
	yes

	Message boundary conservation
	yes
	no
	yes
	yes

	Path MTU discovery and message

fragmentation
	yes
	yes
	no
	(good to have)

	Message bundling
	yes
	yes
	no
	yes

	Multi-homed hosts support
	yes
	no
	no
	(good to have)

	Multi-stream support
	yes
	no
	no
	yes

	Unordered data delivery
	yes
	no
	yes
	yes

	Security cookie against SYN flood attack
	yes
	no
	no
	(good to have)

	Built-in heartbeat (reachability check)
	yes
	no
	no
	yes

	Security
	yes (IPsec under SCTP, TLS over SCTP)
	yes
	no
	yes

	Availability in OS platform
	yes (Linux, Solaris, FreeBSD, AIX, Windows, etc)
	yes
	yes
	yes

	Support of network element (e.g. firewall)
	yes 
	yes
	yes
	yes


It is important to highlight some of the key features that SCTP provides:
· Multi-stream concept—The working group made the decision to separate the data reliability function from the message ordering function. This in effect enabled multiple ordered subflows within a single reliable connection and provided a solution to the "head-of-line blocking" problem.
· Path MTU discovery—This was added to SCTP by the working group as a mandatory function in order to make SCTP more adaptive to various network conditions.
· Multi-homing — the ability for a single SCTP endpoint to support multiple IP addresses. The benefit of multi-homing is potentially greater survivability of the session in the presence of network failures.
Recommendation:
It is recommended to consider using SCTP as the transport protocol for EMSI interface for the following reasons:

· Take the advantages (e.g. Multi-stream, Multi-homing) from well defined standard SCTP to overcome some well known TCP limitations, specifically for message based protocol with high reliability requirements.
· SCTP protocol satisfies all the transport requirements of EMSI interface.

· Minimize duplicate work on specification of EMSI interface, e.g. heartbeat mechanism.

· SCTP is widely supported by various OS platforms and commercial network elements.

· Seamless implementation, SCTP programming is very much same as TCP socket programming.
· SCTP has been implemented, deployed and tested in VoIP/TeleCommunication industry.
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