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Abstract:
Stage 3 contribution to ESMI baseline text.

Recommendation:

It is recommended that ESMI-003 include the following sections for Stage 3.
8 Stage 3 - Emergency Services Messaging Interface Design and Detailed Interface Specification
8.1 ESMI Communications Protocol Stack

ESMI is comprised of a suite of protocols built upon IP technology.  Figure 8‑1 depicts the individual protocols in the suite.  Protocols depicted in gray are commodity support protocols and are outside the scope of this document.  Protocols depicted in white are given detailed coverage in the sections that follow.
EAM is the collection of application messages that are currently defined by ESMI.  These messages carry business data and express business interactions between a CESE and the RG.

ESTP is a “layer 7” protocol based on industry standards such as RFC 821 (SMTP), RFC 822 (text messages), RFC 2616 (HTTP), and RFC 3261 (SIP).  Because TCP is a stream oriented protocol, it has no built-in constructs to delineate a “message” within the stream.  ESTP provides this delineation.

SIP fulfills the role of Connection Negotiation.  Its purpose is to allow the CESE to find an appropriate RG at run-time, while allowing the ESNet to intelligently manage the RG’s resources.
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Figure 8‑1 Communications protocol used by ESMI
This section defines the specific messages and parameters for the ESMI message set. There are three sections that discuss various aspects of the messaging. The first section addresses the Emergency Services Transfer Protocol (ESTP) which is an application protocol which supports the bi-directional services Emergency Services Messaging Interface (ESMI) application messages. The second section defines specific ESMI application messages and the message bodies associated with each. The final section discusses how SIP is used to set up the TCP/IP connection that supports the ESTP and ESMI application messages.
8.2 Emergency Services Transfer Protocol – ESTP 

The messages defined by the Emergency Services Messaging Interface require a method of exchange between CESEs and the ESNet.  It is not sufficient to state that TCP/IP will be used to exchange the messages since TCP/IP is a stream oriented protocol and as such doesn’t provide the constructs necessary to define a “message” within the stream.  The Emergency Services Transfer Protocol provides this generic messaging framework.  

By way of metaphor, the communication exchanged by a CESE and the ESNet can be compared to written correspondence between two people.  TCP/IP is the mailbox, or simply the method by which the people send and receive arbitrary data.  ESTP Protocol is the paper & pen (message encoding), and the envelope (message framing).  ESMI application messages represent the written words and their meaning – the correspondence itself.

8.2.1 Basic Operation
It is not the role of ESTP to define information related to emergency services, however the protocol must support the needs of the CESE and ESNet in their duties of providing emergency services.  The properties of ESTP, though generic, are designed to support the ESMI application messages and related requirements to control and monitor the interface between the CESE and the ESNet.

ESTP is a TCP/IP client/server, connection-oriented protocol, which means that the client (CESE) is responsible for contacting the server (Response Gateway) to establish a long term connection.  Since connection establishment is significantly “expensive”, in time and resource consumption, keeping the connection established for many messages allows more efficient use of network elements.  Additionally, an established connection between the CESE and ESNet can be monitored and communications outages can quickly be corrected.
Once an ESTP connection is established between a client and server, the connection may be used by both sides to initiate message exchanges.  The client/server nature of the connection does not extend to the application message exchange itself – either client or server may send messages, unprompted, to the other.  Connection utilization is effectively peer to peer at the application level.  This supports such services as notification messaging without requiring the client to poll for messages or the CESE to operate a socket server.

All ESTP requests have one and only one corresponding response, though the upper layer protocol (e.g. ESMI application messages) may construct dialogs of messages that transcend this convention.  ESTP does not assume that the order of requests corresponds to the order of responses.  For this reason requests and responses are correlated via a transaction identifier message header.  This transaction identifier does not imply a business transaction – that is left to the upper layer protocol to define.  Any outstanding request may be responded to at any time by the responder.  For example, a request order of A, B, C may be responded to as B, C, A.  Additionally, requests and responses from the same peer may be interleaved in any order.  Figure 8‑2, below, depicts a sample ordering of request and response messages over a single ESTP connection.
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Figure 8‑2 ESTP Requests & Responses
Data privacy is provided by Secure Sockets Layer
 (SSL) and its underlying suite of cipher suites.  It is outside the scope of this document to specify the exact cipher suites allowed by the ESNet.

8.2.2 Syntax

8.2.2.1 Basic Rules

ESTP messages consist of requests from initiators to responders and responses from responders to initiators.

estp-message   = estp-request | estp-response

ESTP request and response messages consist of a request-line or status-line, message-headers (also known as "headers"), an empty line (i.e., a line with nothing preceding the CRLF) indicating the end of the header fields, and an optional message-body.
8.2.2.2 Requests

Requests are ESTP Messages sent by an initiator.  Both client and server may be initiators, and therefore both can send requests.  All requests must include the message headers trans-id, whose value is echoed by the responder in a response; date, whose value is the current date & time of the requestor; content-type, whose value is the type of application message being sent; and content-length, whose value is the exact length of the message-body (including all trailing white space).  Other reserved headers may be included depending on the context of the request.  See the detailed description for each reserved header for requirements.

estp-request
=
request-line
[message-length]
trans-id
date
content-type
content-length
*((reserved-header | message-header) CRLF) 
CRLF 
[ message-body ]

8.2.2.3 Responses

Responses are ESTP Messages sent by a responder in response to a Request.  Both client and server may be responders, and therefore both can send responses.  All responses must include the message headers trans-id, whose value is the same as the trans-id of the request to which it is a response; date, whose value is the current date & time of the responder; and content-length, whose value is the exact length of the message-body (including all trailing white space).  Other reserved headers may be included depending on the context of the response.  See the detailed description for each reserved header for requirements.

estp-response
=
status-line
[message-length]
trans-id
date
content-length
*((reserved-header | message-header) CRLF) 
CRLF 
[ message-body ]

8.2.2.4 Message Headers

ESTP defines a set of reserved message headers.  Descriptions of these reserved headers, including syntax and semantics, is included below.  In addition to these reserved headers, an ESTP peer may include any additional headers that conform to the syntax given for message-header.  Any message headers not recognized by an ESTP peer must be ignored, and processing must continue as if the message header was not included in the message.

8.2.2.4.1 Case sensitivity rules

Character case is not significant for message header names, however the case sensitivity of a specific message header’s value is defined by the syntax definition of the header.  If a message header’s syntax description does not specify case sensitivity, it is assumed to be case sensitive.

8.2.2.4.2 Reserved Headers

8.2.2.4.2.1 Message-Length

The value of the message-length header specifies the length of the entire message in a decimal number of octets.  The message-length header is optional in all ESTP messages, however the upper layer protocol may define that it is required.  If included, the message-length header must be the first header following the status line.  The length value indicates the number of all octets in the message from the first octet of the status-line to the last octet of the body, including the length of the message-length value itself, and any trailing white-space after the body.

Message-Length
=
“Message-Length” “:” 1*DIGIT
Example

Message-Length: 12345

8.2.2.4.2.2 Content-Length

The value of the content-length header specifies the length of the message body in decimal number of octets.  The content-length header must be present in all ESTP messages.  If no body is present in a message, the content-length must be set to 0 (zero).  The length includes all octets following the CRLF that delimits the start of the body to the last byte of the body, including any trailing white-space.

Content-Length
=
"Content-Length" ":" 1*DIGIT
Example

Content-Length: 12345

8.2.2.4.2.3 Content-Type

The value of the content-type header specifies the type of message body, if any, included in the message.  The content-type header must be present in all ESTP request messages. The content-type header must be present in all ESTP response messages that contain a body.  It is allowable to include a content-type header in a message without a body, in which case the content-length is zero (0).

Content-Type
=
"Content-Type" ":" media-type

ESTP does not specify specific values allowed for the media-type.  The messages passed by ESTP define their values for this field.  For instance, the ESMI Message Set includes specific media-type value definitions for each CESE Message.

Example

Content-Type: application/esmi-emergency-event; charset=utf-8

This header allows the higher protocol (e.g. ESMI application messages) to declare the type of message-body contained in a message using a media-type that is meaningful to the higher protocol.  This allows the recipient of the message-body to direct decoding and parsing of the body to an appropriate handler prior to parsing the actual message-body.  This is useful, for example, with XML formatted message bodies to allow the recipient to know beforehand whether to use a SAX or DOM style parser for the specific message, to even know if the body is XML formatted at all.
8.2.2.4.2.4 Trans-Id

ESTP Protocol requests and responses travel over the same connection and are interleaved in no specific order.  The Trans-Id message header contains a unique identifier which correlates an individual request and response.  The value is generated by the requester and must be unique to the requestor across all outstanding requests on a connection.  The value of the Trans-Id header is not meaningful to the responder, but must be returned by the responder in the correlating response message, which may be an error message.  The value 0 (zero) is reserved for error responses such as those described in 8.2.2.6.1.4.1 Malformed Request.  A responder may use the value 0 (zero) in the Trans-Id field of the response if the request’s Trans-Id was not understood.
If a requestor sends multiple messages with the same outstanding Trans-Id, the responder may ignore all but the first message.  Any further behavior of the ETSP peers in this scenario is undefined.

Trans-Id
=
"Trans-Id" ":" *<TEXT, excluding CR, LF>
Example

Trans-Id: 098f0dfsa0a98324lkjcvmsad980s8

8.2.2.4.2.5 Set-SessionID

Authentication session identifiers in ESTP are a method of providing message authentication.  The authenticating entity may provide to the authenticated entity an application session ID value by sending the value in a Set-SessionID message header on any message.  The recipient of a Set-SessionID header must begin sending the value on all subsequent messages in a SessionID message header (see next section).  The application session ID provides a “single sign on” mechanism across all message dialogs, connections and protocols exchanged between the two peers.  The value of the Set-SessionID header is not meaningful to the receiver.

Set-SessionID
=
"Set-SessionID" ":" *<TEXT, excluding CR, LF>
Example

Set-SessionID: sess=09323l23k3298324hbds9;nonce=123098;exp=200192

8.2.2.4.2.6 SessionID

See the description of the Set-SessionID header for a description of SessionID.  Once a Set-SessionID header is received by a peer, the recipient must include a SessionID header in all future messages to the sender, including messages sent to the same peer on all current and future ESTP connections.  The value of the SessionID header is unimportant to the recipient and is the same as the value of the most recently received Set-SessionID header.

It is important to note that the value of an application session ID may be received by other means, for example by the use of a protocol other than ESTP such as SIP/SDP.  As such, it is permissible for a peer to send an application session ID value in an ESTP message without first receiving a Set-SessionID message header in an ESTP message.

SessionID
=
"SessionID" ":" *<TEXT, excluding CR, LF>
Example

SessionID: sess=09323l23k3298324hbds9;nonce=123098;exp=200192

8.2.2.4.2.7 Connection

The Connection message header allows the sender to specify whether the underlying TCP/IP connection should be persisted or closed after completion of outstanding requests.  The header may be sent in any message, request or response, by either client or server.

Connection
=
"Connection" ":" ("Close" | “Close-Error”)
When a peer sends or receives a Connection: close header, it must not send any new requests on the same connection.  Additionally, all responses to requests received prior to receiving the Close must include the Connection: Close message header.  When the client (not necessarily the original sender of the Close) has received responses for all outstanding requests and has responded to all requests it has received it must close the TCP/IP socket connection.  A client may implement a response time-out value to expire a pending request so as not to hold open a connection waiting for a response that may not come.

A peer may send a Connection: Close-Error if the peer is unable or unwilling to continue communications on the connection due to an error condition.  This signifies that the peer intends to close the connection immediately following transmission of the message.  If the Connection: Close-Error header value is included on a request, the responder may attempt to respond.  If the Connection: Close-Error header value is included on a response, the requestor may not attempt to send further requests on the connection.
8.2.2.4.2.8 Date

The Date message header field represents the date and time at which the message was originated, having the same semantics as orig-date in RFC 822. The field value is an HTTP-date, as described in RFC 2616 section 3.3.1; it must be sent in RFC 1123 date format.

Date
=
"Date" ":" HTTP-date

   Example
Date: Tue, 15 Nov 1994 08:12:31 GMT

8.2.2.4.2.9 Request-URL

The Request-URL message header is sent by a client (i.e. the initiator of the TCP connection) in ESTP request messages.  Its value is the URL of the server to which the client is communicating.  In other words, the client tells the server the “public” name by which it knows the server.
The rationale for this header is that servers often are not configured in a manner that makes it easy to determine their own external facing address.  For example, when multiple servers are installed behind network load balancers or other diverse routing mechanisms, the servers typically are known internally by private addresses which are not resolvable or routable by an external client.  Network Address Translation, a.k.a. NATting, is a common form of this server hosting technique.
The Request-URL header allows a server, if needed, to respond to a client with a message including an address for itself which is resolvable to the client.  The closest equivalent to ESTP’s Request-URL header in HTTP is the HTTP Host header.  The main difference between the Request-URL and HTTP Host headers is that the Request-URL value is a fully qualified URL, whereas the HTTP Host header value is simply a hostname, such as a DNS name.

Request-URL
=
"Request-URL" ":" estp-url
Example

Request-URL: estps://rg42.esnetprover.com:4242
8.2.2.4.2.10 Content-* Reserved

ESTP reserves the use of all message headers whose names begin with "content-" for future specification.

8.2.2.4.2.11 ESTP-* Reserved

ESTP reserves the use of all message headers whose names begin with "estp-" for future specification.

8.2.2.5 Body
ESTP does not define a format for the message-body portion of an estp-message.  See the discussion of the reserved header content-type for more information on the relationship of the message-body to ESTP.
8.2.2.6 Status Codes

ESTP defines a set of reserved status codes.  Descriptions of these reserved status codes are included below.  In addition to these reserved status codes, an ESTP peer may define additional status codes that conform to the syntax given for status-code, and to the classifications given below.  Any status code not recognized by an ESTP peer must be acted upon according to its classification.  An ESTP peer SHOULD NOT define an extension code already defined in RFC 2616 (HTTP/1.1) or RFC 3261 (SIP) unless the semantic meaning of the peer-defined extension code is in agreement with the definitions found in these RFCs.
8.2.2.6.1 Status Code Classifications

The first digit of the Status-Code defines the class of response.  The last two digits do not have any categorization role.  For this reason, any response with a status code between 100 and 199 is referred to as a "1xx response", any response with a status code between 200 and 299 as a "2xx response", and so on.  ESTP/1.0 allows six values for the first digit:

1xx: Provisional
- request received, continuing to process the request;

2xx: Success
- the action was successfully received, understood, and accepted;

3xx: Redirection
- further action needs to be taken in order to complete the request;

4xx: Client Error
- the request contains bad syntax or cannot be fulfilled at this server;

5xx: Server Error
- the server failed to fulfill an apparently valid request;

6xx: Global Failure
- the request cannot be fulfilled at any server.
8.2.2.6.1.1 Provisional 1xx

Provisional responses, also known as informational responses, indicate that the server contacted is performing some further action and does not yet have a definitive response.

8.2.2.6.1.1.1 100 ACK

The request has been received, and is not malformed (see 400 Malformed Request) or too large (see 513 Message Too Large).

8.2.2.6.1.2 Success 2xx

The success classification of responses indicates that the request was successful.

8.2.2.6.1.2.1 200 OK

The request has succeeded.  This is different from 100 ACK, in that it carries the distinction that the request was processed and the result of processing was successful.
8.2.2.6.1.3 Redirection 3xx

The Redirection class of response codes is undefined for ESTP/1.0, but is reserved for future definition by the protocol.

8.2.2.6.1.4 Client Error 4xx

Client Error response codes are definite failure responses from a particular server.  The client SHOULD NOT retry the same request without modification (for example, adding appropriate authorization).
8.2.2.6.1.4.1 400 Malformed Request

The request could not be understood due to malformed syntax.  A 400 response MAY include the Trans-Id of the request if it was understood.  A 400 response MUST include a Trans-Id value of 0 (zero) if it doesn’t include the Trans-Id of the request.
If a 400 Malformed Request response includes a Connection: Close-Error header value, the sender MUST close the connection immediately following transmission of the response.  See the definition of the Connection message header for more details.
8.2.2.6.1.4.2 401 Unauthorized

The request requires user authentication.  (Note the that name “unauthorized” is in keeping with SIP and HTTP, though it is a misnomer, and is better expressed as “unauthenticated”.)

8.2.2.6.1.4.3 403 Forbidden

The server understood the request, but is refusing to fulfill it.  Authorization will not help, and the request SHOULD NOT be repeated.

8.2.2.6.1.5 Server Error 5xx

Server Error response codes are failure responses given when a server itself has erred.

8.2.2.6.1.5.1 500 Internal Server Error

The server encountered an unexpected condition that prevented it from fulfilling the request.

8.2.2.6.1.5.2 505 Version Not Supported

The server does not support, or refuses to support, the ESTP protocol version that was used in the request.  The server is indicating that it is unable or unwilling to complete the request using the same major version as the client, other than with this error message.

8.2.2.6.1.5.3 513 Message Too Large

The server was unable or unwilling to process the request since the message length exceeded its capabilities.  It is outside the scope of this standard to define allowable ESTP message lengths.
8.2.2.6.1.6 Global Failure 6xx

The Global failure class of response codes is undefined for ESTP/1.0, but is reserved for future definition by the protocol.

8.2.2.7 Basic Syntax Components

The following are further relevant syntax rules which the above rules build upon.

Note - Refer to RFC 2616 Hyper Text Transfer Protocol – HTTP/1.1, Section 2 Basic Rules for additional definition of terms; and to RFC 2234 - Augmented BNF for Syntax Specifications: ABNF for a definition of the ABNF syntax.

; RFC 2616, Section 2.2 defines CRLF, CR, LF, SP, LWS, TEXT, DIGIT, token, OCTET

request-line
=
estp-version SP CRLF

status-line
= 
estp-version SP status-code SP reason-phrase CRLF

estp-version
=
“ESTP/1.0”

status-code
=
  "100"  ; ACK – Acknowledgement
| "200"  ; OK – general success code
| "400"  ; Malformed Request
| "401"  ; Unauthorized
| "403"  ; Forbidden 
| "500"  ; Internal Server Error
| "505"  ; Version Not Supported
| "513"  ; Message Too Large
| extension-code

extension-code
=
3DIGIT

reason-phrase
=
*<TEXT, excluding CR, LF>

message-header
=
field-name ":" [ field-value ]

field-name
=
token

field-value
=
*( field-content | LWS )

field-content
=
<the OCTETs making up the field-value and consisting of either *TEXT or combinations of token, separators, and quoted-string>

reserved-header
=
  Message-Length
; Section 8.2.2.4.2.1
| Content-Length
; Section 8.2.2.4.2.2
| Content-Type
; Section 8.2.2.4.2.3
| Trans-Id
; Section 8.2.2.4.2.4
| Set-SessionID
; Section 8.2.2.4.2.5
| SessionID
; Section 8.2.2.4.2.6
| Connection
; Section 8.2.2.4.2.7
| Date
; Section 8.2.2.4.2.8
| Request-URL
; Section 8.2.2.4.2.9
| Content- token
; Section 8.2.2.4.2.10
| ESTP- token
; Section 8.2.2.4.2.11
8.2.3 Addressing

ESTP defines an addressing scheme to identify the logical name of a listening ESTP capable service.  The ESTP URL format is defined as:
estp-url
=
estp-scheme "//" host [ ":" port ]
estp-scheme
=
"estp:" | "estps:"
Examples

estp://rg42.esnetprovider.com

estps://rg42.esnetprovider.com

estp://rg42.esnetprovider.com:4242

estps://rg42.esnetprovider.com:4343

The estp: scheme indicates a connection for use with ESTP.  The estps: scheme indicates a connection for use with ESTP over Secure Sockets Layer (SSL).

8.3 ESMI Application Messages - EAM
As discussed in Section 8.2, the ESMI rides on top of the Emergency Services Transfer Protocol and provides the application messages to support emergency services.  REF _Ref85513513 \h 
 shows the protocol stack, focusing on the ESMI application message level. The ESMI application message set supports a dialog between the CESE and the RG. That is, messages are exchanged in the context of a service. For example, multiple messages are incorporated within the dialog that represents an Emergency Event.
This section presents the content of the application messages that flow between the CESE and the RG.  The following table illustrates the originator of a message and messages that may be sent in response. Each ESMI application message has a corresponding Content-Type value which must be included in the ESTP Content-Type header.  The following table also defines the Content-Type for each message.

	Message
	Sent By
	Response Messages
	Content-Type

	Acquiesce
	RG
	ACK
	application/esmi-acquiesce

	Shutdown
	CESE or RG
	ACK
	application/esmi-shutdown

	Heartbeat
	CESE
	ACK
	application/esmi-heartbeat

	Emergency Event
	CESE
	ACK, Emergency Event Response, Emergency Event Information
	application/esmi-emergencyevent

	Emergency Event Update
	CESE
	ACK, Emergency Event Information
	application/esmi-emergencyeventupdate

	Emergency Event Manual
	CESE
	ACK, Emergency Event Information
	application/esmi-emergencyeventmanual

	Emergency Event Response
	RG
	ACK
	application/esmi-emergencyeventresponse

	Emergency Event Information
	RG 
	ACK
	application/esmi-emergencyeventinformation

	Event Hang Up
	CESE
	ACK
	application/esmi-emergencyeventhangup

	Event Complete
	CESE
	ACK
	application/esmi-emergencyeventcomplete

	Send Information
	CESE
	ACK
	application/esmi-sendinformation

	CESE Transfer
	CESE
	ACK
	application/esmi-cesetransfer

	Information Discrepancy
	CESE
	ACK
	application/esmi-informationdiscrepancy

	CESE Misroute
	CESE
	ACK
	application/esmi-psapmisroute

	Notification
	RG
	ACK
	application/esmi-notify

	Publish Available Services
	RG
	ACK
	application/esmi-publishservices

	Subscribe to Available Services
	CESE
	ACK
	application/esmi-subscribeservices

	Request Available Services
	CESE
	ACK
	application/esmi-requestservices

	Get Active Event
	CESE or RG
	ACK, Active Event Status
	application/esmi-getactiveeventstatus

	Active Status Event
	RG or CESE
	ACK
	application/esmi-activeeventstatus

	Get Event Activity Report
	CESE
	ACK, Event Activity Report
	application/esmi-getactivityreport

	Event Activity Report
	RG
	ACK
	application/esmi-eventactivityreport


Figure 8‑3 ESMI Application Messages

8.3.1 Example Message Format

ESMI Application Messages over ESTP follow this general format of this example:
ESTP/1.0

Trans-Id: 187971

Date: Mon, 01 Mar 2004 05:46:53 GMT

Content-Type: application/esmi-root_tag
Content-Length: 267

SessionID: sess=09323l23k3298324hbds9;nonce=123098;exp=200192

<?xml version="1.0" encoding="UTF-8"?>

<esmi:root_tag
version=”1.0”
xmlns:esmi="http://schema_namespace_URL"
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xsi:schemaLocation="http://schema_namespace_URL ESMIMessageTypes.xsd"
>

body

</esmi:root_tag>

The XML elements are defined for each message body in the following sections. The elements are specified as required (R) or Optional (O).

8.3.2 Acknowledgement (ACK) Messages

This document often refers to ACK, or acknowledgement messages.  An ACK is simply a positive response from the receiver of a message.  The purpose of an ACK is to inform the sender that the message has been successfully received.  ACK’s do not imply that messages have been acted upon.

The format of an ACK is a simple ESTP response using status-code 100.  No body or content-type are required.  Example:

ESTP/1.0 100 ACK

Trans-Id: 187971

Date: Mon, 01 Mar 2004 05:46:53 GMT 

Content-Length: 0

8.3.3 Acquiesce Message

There are two situations when the Acquiesce message could be received by the CESE:

1. The RG has detected that the Time to Live has expired.

2. The RG would like to shutdown within some period of time. It will send an Acquiesce message later followed by a Shutdown message.

8.3.3.1 Message Body
	Element
	Usage
	Description

	Acquiesce
	R
	Root document tag for the message body

	Reason
	R
	Text that explains the reason 


Table 8‑1: Acquiesce Parameters

8.3.4 Shutdown Message

The Shutdown message typically marks the ending of a graceful termination of the RG or CESE. The notion of graceful termination implies that a controlled shutdown of any network element occurs for any number of reasons, i.e. scheduled maintenance, hardware/software upgrades, or possibly some hardware/software issue during operation. Whenever an RG needs to shutdown, it first sends an Acquiesce message to the CESE and, after some period of time, a Shutdown message.

8.3.4.1 Message Body

The Shutdown message has no body.

8.3.5 Heartbeat Message

The Heartbeat Message is a management message to ensure that the application components are communicating during periods of inactivity on a TCP/IP session. 

8.3.5.1 Message Body

The Heartbeat message has no body.

8.3.6 Emergency Event

The Emergency Event message serves as an indication of the start of an Emergency Event. 

8.3.6.1 Message Body

	Name
	Usage
	Description

	EmergencyEvent
	R
	Root document tag for the message body

	MessageType
	R
	Indicates type of message. Refer to Table 8‑3.

	EEID
	O
	A universally unique ID that has been assigned to this Emergency Event by the RG. Provided on subsequent Emergency Event messages (e.g. when Message Type is “U”.

	Header Schema
	R
	The NENA Header Schema as defined in NENA 02-010


Table 8‑2: Emergency Event Parameters

The enumerations for Message Type are defined in Table 8‑3.
	Enumeration
	Definition

	I
	Initial Request

	M
	Manual Request

	T
	Test Query


Table 8‑3 Message Type Enumerations
Note: a manual query message type within an Emergency Event creates the context of an Emergency Event which requires an Emergency Complete to close the context.

8.3.7 Emergency Event Update

A request by the CESE to update the location information.

8.3.7.1 Message Body

	Name
	Usage
	Description

	EmergencyEventUpdate
	R
	Root document tag for the message body

	EEID
	R
	A universally unique ID that has been assigned to this Emergency Event by the RG. 

	Header Schema
	R
	The NENA Header Schema as defined in NENA 02-010


Figure 8‑4 Emergency Event Update Parameters
8.3.8 Emergency Event Manual

A manual request for location information initiated by the CESE. This message does not create the context of an Emergency Event and does not require an Emergency Event Complete message.

8.3.8.1 Message Body

	Name
	Usage
	Description

	EmergencyEventManual
	R
	Root document tag for the message body

	Header Schema
	R
	The NENA Header Schema as defined in NENA 02-010


Figure 8‑5 Emergency Event Manual Parameters
8.3.9 Emergency Event Response

The Emergency Event Response is an initial response to an Emergency Event from the CESE and provides the Emergency Event Identifier.

8.3.9.1 Message body

	Name
	Usage
	Description

	EmergencyEventResponse
	R
	Root document tag for the message body

	EEID
	R
	A universally unique ID that has been assigned to this Emergency Event by the RG. Provided on subsequent Emergency Event messages (e.g. Emergency Event Update).

	Header Schema
	R
	The NENA Header Schema as defined in NENA 02-010


Figure 8‑6 Emergency Event Response Parameters
8.3.10 Emergency Event Information 

The Emergency Event Information message is used to respond to an Emergency Event message and deliver location information from the ESNet. The ALI  layout that is delimited by ALIBody tag is defined by National Emergency Number Association (NENA). The current XML schemas from NENA are found on the NENA Web site at http://www.nena.org/xml_schemas 

8.3.10.1 Message body

	Name
	Usage
	Description

	EmergencyEventInformation
	R
	Root document tag for the message body

	MessageType
	R
	Indicates type of message. Refer to Table 8‑3. Echoed from Emergency Event.

	EEID
	O
	A universally unique ID that has been assigned to this Emergency Event by the RG. 

	SpecialMessageIndicator
	O
	Special message indicator as shown in Table 8‑5.

	SpecialAttentionIndicator
	O
	Special Attention Indicator. See Table 8‑6.

	Header Schema
	R
	Echoed from Emergency Event.

	ResponseALIBody Schema
	R
	ALI body as defined by NENA 02-010. 


Table 8‑4: Emergency Event Information Parameters

	Enumeration
	Description

	1
	No Record Found

	2
	ANI Failure – Central Office to Tandem

	3
	ANI Failure –Tandem to PSAP

	4
	Anonymous Call

	7
	Manual Query and Denied

	8
	Record Unlocked, Porting in Progress

	9
	Migrate Attempt, not Unlocked


Table 8‑5 Special Message Indicator Enumeration
	Enumeration
	Definition

	1
	TTY Call

	2
	ACN Call


Table 8‑6 Special Attention Indicator Enumeration
8.3.11 Event Hang Up

The Event Hang Up message may be issued by the CPE at the CESE when the emergency phone call is hung up (disconnected). 

8.3.11.1 Message Body

	Name
	Usage
	Description

	EmergencyEventHangUp
	R
	Root document tag for the message body

	EEID
	R
	A universally unique ID that has been assigned to this Emergency Event by the RG. 

	NoteText
	O
	A tag with possibly repeating occurrence with lines of notes from the PSAP attendant.


Table 8‑7: Hang Up Parameters

8.3.12 Emergency Event Complete

The Emergency Event Complete message is issued by the CESE (i.e. a PSAP) when it believes that the emergency event has been completed. 

8.3.12.1 Message Body

	Name
	Usage
	Description

	EmergencyEventComplete
	R
	Root document tag for the message body

	EEID
	R
	A universally unique ID that has been assigned to this Emergency Event by the RG. 

	NoteText
	O
	A tag with possibly repeating occurrence with lines of notes from the PSAP attendant.


Table 8‑8: EE Complete Parameters

8.3.13 Send Information

This message is use to send local notes from the CESE at any time during the context of and Emergency Event and after an Emergency Event is complete.

8.3.13.1 Message Body

	Name
	Usage
	Description

	SendInformation
	R
	Root document tag for the message body

	EEID
	R
	A universally unique ID that has been assigned to this Emergency Event by the RG. 

	NoteText
	R
	A tag with possibly repeating occurrence with lines of notes from the PSAP attendant.


8.3.14 Emergency Event Bridge
An Emergency Event Bridge message may be generated by a CESE when the call is transferred to another CESE. 

8.3.14.1 Message Body

	Name
	
	Description

	EEBridge
	Usage
	Root document tag for the message body

	EEID
	R
	A universally unique ID that has been assigned to this Emergency Event by the RG. 

	Header
	R
	Header Schema as defined in NENA 02-010

	NoteText
	O
	A tag with possibly repeating occurrence with lines of notes from the PSAP attendant.


Table 8‑9: Transfer Parameters

8.3.15 Information Discrepancy

The Information Discrepancy message is issued when the information in the Emergency Event Information response is different than what the call taker received from the caller. The Information Discrepancy message is essentially comprised of two data structures – information delimited by the <ReceivedALI> tags and information within the <RevisedALI> tags. The <ReceivedALI> structure carries the information that the ESNet sent and the <RevisedALI> -- corrected information that has been received from the caller.

8.3.15.1 Message body

	Name
	Usage
	Description

	InformationDescrepancy
	R
	Root document tag for the message body

	EEID
	R
	A universally unique ID that has been assigned to this Emergency Event by the RG. 

	Header Schema
	R
	Header as defined by NENA 02-010.

	ReceivedALI 
	R
	Enclose the ALI Body that was received from the ESNet.

	ALIBody Schema
	R
	ALI Body as defined NENA 02-010

	RevisedALI
	R
	Enclose ALI Body with corrections submitted by the PSAP attendant.

	NoteText
	O
	Information regarding the characteristics of the information descripancy


Table 8‑10: Information Discrepancy

8.3.16 PSAP Misroute

A misroute report is generated when the CESE receives an emergency event in which the caller is not within its service area. The Key is returned to the ESNet so that the data integrity clerks may investigate and resolve the discrepancy. 

	Name
	Usage
	Description

	PSAPMisroute
	R
	Root document tag for the message body.

	EEID
	R
	A universally unique ID that has been assigned to this Emergency Event by the RG. 

	Header Schema
	R
	Header as defined by NENA 02-010.

	NoteText
	O
	A tag with possibly repeating occurrence with lines of notes from the PSAP attendant.


Table 8‑11: Misroute Parameters

8.3.17 Notification

The Notification Message may be issued by the ESNet to notify CESEs of a local, national or global emergency event, for example chemical spill, homeland security notifications, etc. 

8.3.17.1 Message body

	Name
	Usage
	Description

	Notify
	R
	Root document tag for the message body

	NotificationText
	R
	A tag with possibly repeating occurrence with lines of notes, links, etc.


Table 8‑12: Notification Parameters

8.3.18 Publish Available Services
A Publish Available Services message is issued by the RG when a CESE initializes itself to the ESNet and thereafter when (1) a newly-installed service becomes available; (2) an already-installed but offline service comes online; (3) a previously online service goes offline; (4) an installed service is uninstalled; and (5) periodically for audit purposes.
8.3.18.1 Message Body
Note that the service group is repeated for each service and that ServiceAttribute could be repeated 0 or more times within the service group..

	Name
	Usage
	Description

	PublishServices
	R
	Root document tag for the message body

	ServiceInstance
	R
	Parent for service description

	ServiceID
	R
	A unique identifier for the service, e.g., “VerizonALI”

	ServiceType
	R
	See Table 8-15.

	ServiceStatus
	R
	Current availability.  See Table 8-14

	ServiceAttribute
	O
	Features offered by the service.  See Table 8-16 for examples.


Table 8‑13: Publish Service Parameters

	Enumeration
	Definition

	0
	Offline

	1
	Online


Table 8‑14: Service Status Indicator Enumeration
Examples of possible services are shown in the table below.

	Service Type
	Description

	ali
	Basic ALI Services

	notification
	Notification Services

	im
	Instant Messaging

	caller_sup
	Caller supplemental information

	site_sup
	Site supplemental information

	inc_sup
	Incident supplemental information

	video_notification
	Video stream available

	map
	Map available

	admin
	Administrative reports


Table 8‑15: ESMI Service Examples
	Service Name
	Description

	info_desc
	Service accepts Information Discrepancy reports

	psap_misroute
	Service accepts PSAP Misroute reports


Table 8‑16: Service Attribute Examples
8.3.19 Subscribe to Available Services

A Subscribe to Available Services message is issued by the CESE when it wishes to subscribe to a service offered by the RG.
8.3.19.1 Message Body

Note that the service group is repeated for each service.

	Name
	Usage
	Description

	SubscribeServices
	R
	Root document tag for the message body

	ServiceInstance
	R
	Parent for service description

	ServiceID
	R
	A unique identifier for the service, e.g., “VerizonALI”


Table 8‑17: Subscribe to Services Parameters
8.3.20 Request Available Services

A Request Available Services message is issued by the CESE to request that the RG send it a Publish Available Services message as described above.  It consists of a request line followed by header lines as described in Section 8.1.  Its content-type is application/esmi-requestservices and its content-length is 0.
8.3.20.1 Message Body

None.
8.3.21 Get Active Event Status

 A Get Event Status message is issued by either the CESE or the RG to obtain a list of active events. The active events might be traditional calls, active IM sessions, etc.

If the message has <EEID> in the body, only information related to the EEID will be reported back. If the message does not have an XML body, then all known active events for either RG or the CESE will be reported as a response to this message.

8.3.21.1 Message Body

	Name
	Usage
	Description

	GetActiveEventStatus
	R
	Root document tag for the message body

	EEID
	O
	A universally unique ID that has been assigned to this Emergency Event by the RG. 


Table 8‑18: Get Active Event Parameters

8.3.22 Active Event Status

An Active Event Status message is issued in response for Get Active Event Status. This can be transmitted by either the CESE or the RG.

8.3.22.1 Message Body

	Name
	Usage
	Description

	ActiveEventStatus
	R
	Root document tag for the message body

	EEID
	O
	A universally unique ID that has been assigned to this Emergency Event by the RG. 

	IMID
	O
	A unique ID that identifies an IM session. 

	Call
	O
	This element contains an attribute to show if there is an active (A) call for this event.

	EventText
	O
	Textual information regarding active status events. 


Table 8‑19: Active Event Parameters

8.3.23 Get Event Activity Report 

The CESE can request an activity report from the ESNet. This may include events segmented by class of service, events received over a reporting window (day, week, etc), and other such selection criteria.

8.3.23.1 Message Body

	Name
	Usage
	Description

	GetEventActivityReport
	R
	Root document tag for the message body

	EEID
	O
	A universally unique ID that has been assigned to this Emergency Event by the RG. 

	ActivityType
	R
	This is the type of activity, valid values are: ALI, Discrepancy, Misroute, No Data Found, ALL.

	Window
	R
	The length of time that is being reported on. The period Units attribute has valid values of days (d), hours (h) and months (m). The “value” attribute has to provide actual units.


Table 8‑20: Get Event Activity Parameters

8.3.24 Event Activity Report

The ESNet will report event activity received over a reporting window (day, week, etc), and other such selection criteria.

8.3.24.1 Message Body

The Event element will appear for each event reported.
	Name
	Usage
	Description

	EventActivityReport
	R
	Root document tag for the message body

	Event
	O
	Parent for event report

	EEID
	O
	A universally unique ID that has been assigned to this Emergency Event by the RG. 

	Key
	O
	Event Key

	Services
	O
	Services associated with event

	Position
	O
	Position servicing the event

	Duration
	O
	Duration of the event

	DateTime
	O
	Time event originated

	Count
	O
	The values is the number of this events that took place within the window

	Window
	
	Echo the window from the request.


Table 8‑21: Event Activity Parameters

8.4 Session Initiation Protocol - SIP

Session Initiation Protocol (SIP) is used to set up the application session over which ESTP transmits ESMI application messages. This section define SIP usage as it relates to setting up this application session. 
This section addresses the layout of SIP messages only. All of the messages supported by SIP are text encoded. The details of the application session message layouts are presented elsewhere in this document.

The SIP messages within the CESE message set are meant to negotiate parameters between the two end points for the forthcoming application session.

Essentially the session negotiation will encompass the authentication and authorization of both parties. In addition, the version of the message set, and a list of services that the CESE subscribes to will be negotiated at this time.

Upon completion of the application session, there will be an exchange of two more SIP messages -- BYE message will be transmitted by the CESE UA and the CESE UA will receive an 200(OK) response.

To more closely familiarize the reader with the exact syntax of the SIP messages, this section displays some sample layouts for all of the messages from Figure 3-2. 

8.4.1 Invite Message

Below is a sample INVITE message transmitted by the CESE UA to the RG UA. Any block of text that is shown in italics (like ServiceProvider.com) denotes that it will undergo replacement as appropriate.

INVITE sip:rg@esnet.ServiceProvider.com SIP/2.0

Via: SIP/2.0/TCP station1.psapdomain.com:5060;branch=z9hG4asdhds

Max-Forwards: 5

To: RG <sip:rg@esnet.ServiceProvider.com>

From: User Name <sip:username@psapdomain.com>;tag=434847874

Call-ID: a84b4c76e66710@station1.psapdomain.com

CSeq: 1 INVITE

Contact: <sip:station1.psapdomain.com>

Authorization: Digest ...

Content-Type: application/sdp

Content-Length: 40

v=0

a=sessionID:0983240983246210

a=estpv:1.0

a=esmiv:1.0

m=application 4242 tcp estps

c=in ipv4 station1.psapdomain.com

The lines starting with INVITE and up to (and including) Content-Length are called headers. General format of headers is: Header: ValueCRLF, where CRLF is a two-byte combination of carriage return/line feed.

The first line of the message contains an INVITE method name. The sip:rg@esnet.ServiceProvider.com is a SIP Universal Resource Identifier (URI). This is a SIP identity that is used to locate the recipient of the forthcoming session. The esnet.ServiceProvider.com is the name of the domain for ESNet services. The SIP/2.0 indicates a version of SIP protocol in use.

Via: header contains the address at which the CESE UA is expecting to receive responses to the Invite request. In this example it is station1.psapdomain.com. Each SIP device stamps its own address in the Via: header. Typically this is a symbolic name that can be resolved through DNS to the corresponding IP address. The Via line additionally includes a port number, separated from the address by a colon. In this example, we are using a SIP well-known port number of 5060.

Max-Forwards header limits the number of hops for a request on its way to destination. The number is decremented at each hop. If it becomes less than zero, an error response is generated -- 483 Too many hops.

To: header contains a display name (RG in this case) and a SIP URI that of the destination. Whenever the display name is present, the SIP URI information will be enclosed in brackets. The SIP URI is being used by the protocol for routing the request (please refer to IETF RFC 2822 for display name descriptions). 

From: header contains a display name of the originator (User_Name) and an appropriate SIP URI. This header also contains a tag parameter that is a locally unique identifier issued by the CESE UA.

Call-ID: header contains a globally unique identifier for this call. It is created by combining a random string and the host name + IP address of the UA. The combination of the three fields – local tag (From tag), remote tag (To tag) and the Call-ID uniquely identifies the SIP session that is established as a result of the INVITE (sometimes also called a Dialog).

CSeq: header contains an integer and a method name. It is a sequence number that gets incremented for each new request within a Dialog. In this example, the number starts with 1, but could start with any number.

Contact: header is comprised of a SIP URI representing a direct route to originator. It is usually composed of a user name at a fully qualified domain name (FQDN). Since some systems do not have registered domain names, the IP address is also permitted by the SIP protocol. There is a subtle difference between the Contact header and the Via header. The RFC 3261 phrases it as following: “While the Via header field tells other elements where to send the response, the Contact header field tells other elements where to send future requests”.

Authorization: header carries user credentials to the RG. The value Digest denotes that the layout is in accordance with HTTP Digest Authentication rules. The block of data that follows contains the users credentials hashed with a challenge received in a previous message from the SIP server.  In other words, an initial INVITE is sent, and the SIP Server sends a response including the challenge.  The CESE UA then resends the INVITE with the hashed credentials.  Though this may seem like unnecessary overhead, it is a standard authentication protocol.
The RG will attempt to match the supplied credentials against its records. If the match was successful, the RG will respond with an (200)OK message that includes an application session ID value in the SDP body.  The application session ID value will be retained by the CESE for the duration of the application session and will be supplied in the ESTP sessionID: header with every message that is generated by the CESE.  

If the RG could not find a match for the user credentials, the 401 Authorization Required response will be issued instead of the (200)OK response.
Content-Type: header is provided as a way of describing the message body. Value application/sdp indicates that the message carries a body encoded in SDP.

Content-Length: header contains the byte size of the message body.

Message body is separated from the headers by a blank line. The blank line is generated by the UA putting in an additional CRLF.

The body of the INVITE message contains a description of the session, encoded in another protocol format. The official name of this format is Session Description Protocol (SDP). SDP message carried within the SIP message is analogous to an attachment carried by an e-mail message. Each SDP message ends with CRLF which adds two bytes to the content length.

v=0 indicates that the SDP version is 0, i= is a freeform, nonparsed information message, so it has been utilized to carry some meaning for the CESE/RG interface. 

a=sessionID:0983240983246210 allows the CESE to pass an application session ID (See the sessionID header of ESTP for more information).  This allows the CESE to establish a new connection under the same application session as a previous connection.  This is useful to refrain from asking the user to input authentication credentials for the new connection.

a=estpv:1.0 states that the version of ESTP is 1.0.

a=esmiv:1.0 states that the version of the ESMI application messages is 1.0.

m=application 4242 tcp estps specifies that the media type for this session is application specific, to use TCP port 4242, and to use the ESTP over SSL (ESTPS) protocol for the connection.

8.4.2 OK Message

In this example, RG accepts the session without a problem. The RG will send back 200(OK) to indicate to the CESE UA that is has accepted the INVITE request. The 200(OK) message includes the SDP description of media session parameters that RG is willing to accept. The version of the CESE message set will be agreed upon as well. 

SIP/2.0 200 OK

Via: SIP/2.0/TCP bigsipserver.ServiceProvider.com


;branch=z9hG4bKnashds9;received=192.0.2.2

Via: SIP/2.0/TCP station1.psapdomain.com

;branch=z9hG4bk776asdhds;received=192.0.2.1 

To: RG <sip:rg@esnet.ServiceProvider.com>;tag=78786768764

From: User_Name <sip:user_name@psapdomain.com>;tag=43438847874 

Call-ID: a84b4c76e66710@station1.psapdomain.com

CSeq: 1 INVITE 

Contact: <sip:rg@192.0.2.3> 

Content-Type: application/sdp 

Content-Length: 108

v=0

a=set-sessionID:0983240983246210

a=estpv:1.0

a=esmiv:1.0

a=hbinterval:40

m=application 4242 tcp estps

c=in ipv4 station1.psapdomain.com

The RG will format the 200(OK) by copying some of the fields from the INVITE message. Particularly, the Via,To,From and Call-ID headers will be duplicated. Note that for the To header, a tag parameter will be added (remember that the combination of the To tag, the From tag and the Call-ID represents a Dialog in SIP, or, stated differently a unique reference to the upcoming session).

The RG will add a response start line that contains the SIP version, the response code (200) and the reason phrase (OK).

In addition to the branch parameter that was simply echoed back, the Via header contains an additional received parameter. This parameter contains the actual IP address that matches the DNS name station1.somecesedomain.com specified in the original Via header.
Also note that the To and From headers are not reversed, they are left untouched from the original INVITE.

a=hbinterval:40 indicates that 40 seconds is a timeout for sending periodic heartbeats from CESE to the RG 

8.4.3 ACK Message

As a last step in a SIP three-way handshake, and to confirm the reception of the OK response, the CESE UA sends an acknowledgement message (ACK)  to the RG. This is possible, because the endpoints are now aware of each other’s addresses that were carried by the Contact header fields.  

ACK sip:rg@esnet.ServiceProvider.com SIP/2.0

Via: SIP/2.0/TCP station1.psapdomain.com:5060;branch=z9hG4lkdhda

Max-Forwards: 5

To: RG <sip:rg@esnet.com>;tag=78786768764

From: User_Name <sip:user_name@psapdomain.com>;tag=43438847874

Call-ID: a84b4c76e66710@station1.psapdomain.com
CSeq: 1 ACK

Content-Length: 0

Note that the CSeq header contains the same number that is in the INVITE message (1), but the method name is ACK. Additionally, the branch parameter in the Via header is different than the one within the INVITE, since the ACK sent to acknowledge 200(OK) is considered to be a separate transaction.
8.4.4 BYE Message

One of the communicating parties may wish to discontinue the application session. According with SIP conventions, a BYE message signifies the desire to end the session. The CESE UA is a party that sends a BYE message since it is always the one doing the INVITE.

BYE sip:rg@esnet.ServiceProvider.com SIP/2.0 

Via: SIP/2.0/TCP user_name.psapdomain.com:5060;branch=z9hk890kf 

Max-Forwards: 5

To: RG <sip:rg@esnet.com>;tag=78786768764

From: User_Name <sip:station1@psapdomain.com>;tag=43438847874

Call-ID: a84b4c76e66710@user_name.psapdomain.com
CSeq: 1 BYE

Content-Length: 0

The Via header contains the address of the CESE UA and a new transaction identifier, since BYE is considered to be a separate transaction. As mentioned previously, the Dialog is referenced by a combination of the From and To tags and a Call-ID, which remain the same as in the INVITE message.

8.4.5 OK Message

A BYE message gets confirmed by the 200(OK) message. This time however, it is not necessary for the OK message to have a body.

SIP/2.0 200 OK

Via: SIP/2.0/TCP rg1.esnet.ServiceProvider.com
;branch=z9hG4bk776asdhds;received=192.0.2.1

To: RG <sip:rg@esnet.com>;tag=78786768764

From: user_name <sip:station1@psapdomain.com>;tag=43438847874 

Call-ID: a84b4c76e66710@user_name.psapdomain.com
CSeq: 1 BYE 

Content-Length: 0

8.4.6 SIP Response Codes

The SIP protocol has conventions for certain response codes and phrases. The response codes may be inserted by any UA or by the SIP Server Proxy. The SIP response codes are classified into the following six categories:

· 1xx: Informational, indicates call progress.

· 2xx: Success, indicates successful receipt or completion of a request. 

· 3xx: Redirection, a redirect server has returned possible locations.

· 4xx: Client error, indicates a request cannot be fulfilled as it was submitted. 

· 5xx: Server error, indicates a request has failed due to an error by the server. It may be retried at another server. 

· 6xx: Global failure, indicates a request has failed and should not be tried again at any server.

8.4.7 SIP Error Conditions

This sub-section provides some frequently occurring error conditions and error codes pertinent to the SIP messages.

	Condition
	Response Message

	Malformed (syntactically incorrect) body, required header(s) missing, request not understood by the server 
	400 Bad Request

	Either Authorization: header not provided or credentials were not matched
	401 Authorization Required

	The user identified by SIP URI does not exist
	404 Not Found

	Request has been forwarded too many times, Max-forwards: parameter has been exceeded
	483 Too Many Hops

	A body that offers streams that are not supported at this end
	488 Not Acceptable Here (with appropriate warning headers)

	Server experienced some kind of error that is preventing it from processing a request. The reason phrase can be used to identify the source of error
	500 Server Internal Error


Figure 8‑7: SIP Error Conditions
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� Secure Sockets Layer (SSL) is also referred to as Transport Layer Security (TLS).  SSL is the name given to the protocol by Netscape Inc., who created the protocol.  TLS is the name given to the updated version of the same protocol by the Internet Engineering Task Force (IETF) when the protocol became a recognized internet standard.


� The Date message header value format is taken verbatim from RFC 2616 (HTTP 1.1).


� The Status Code Classification section and portions of its subsections are taken verbatim from RFC 3261 (SIP).
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