
Our Ref:   GRCR/ COMP 8.3

1st April, 2004

Mr. Raul Nicholson-Coe

General Manager

Wireless Ventures (Cayman Islands) Ltd.

C/o P.O. Box 309GT

Grand Cayman

Dear Mr. Nicholson-Coe,

Re:
Service-Affecting Issues with AT&T’s Network

1. Cable and Wireless (Cayman Islands) Limited (“Cable & Wireless”) is writing pursuant to regulation 3(1) the Information and Communications Technology Authority (Dispute Resolution) Regulations, 2003 (“Regulations”), to notify Wireless Ventures (Cayman Islands) Limited (“AT&T”) of a grievance regarding a service-affecting problem involving the AT&T network in the Cayman Islands.

2. This problem is significant, service-affecting and impairs Cable & Wireless’ ability to compete in the Cayman Islands.  Cable & Wireless has explored four possible solutions to this problem.  Two of these are unacceptable to Cable & Wireless, as they would put Cable & Wireless at a competitive disadvantage in the Cayman Islands solely as a result of AT&T’s decision to use a non-Caymanian Home Network Identifier (“HNI”).
  Of the other two, one represents only a partial solution.

3. Accordingly, pursuant to regulation 3(1)(b) of the Regulations, Cable & Wireless requires AT&T to implement the only viable solution, which is to cease using in the Cayman Islands the HNI of its U.S.-based affiliate.  If AT&T does not immediately cease its use of a U.S. HNI in the Cayman Islands, Cable & Wireless intends to seek relief and redress from the Information and Communications Technology Authority (“Authority”).

Background

4. On 4 December 2003, the Authority issued a determination permitting mobile licensees in the Cayman Islands to use HNIs issued by other regulators, if they so wished.  Because Cable & Wireless had already chosen to operate as a Caymanian network in the Cayman Islands, using Caymanian codes, this decision granted the other two major mobile licensees, AT&T and Digicel Cayman Limited (“Digicel”), the latitude to select the HNI of their choice.  C&W believes that AT&T chose to operate as an American network, and Digicel as a Jamaican network, in the Cayman Islands.

5. Shortly after AT&T turned on its network in the Cayman Islands (i.e., their cells sites were radiating signals at 1900 MHz), Cable & Wireless started receiving complaints from its customers that they were not able to get service.
  Cable & Wireless’ investigation revealed that the Cable & Wireless handsets were locking onto the AT&T network in Cayman.  Often the problem occurred after the customer returned from roaming in the United States, although some customers have also reported being unable to roam on the network of AT&T’s U.S.-based affiliate.

6. Based on our analysis of the problem, Cable & Wireless believes the problem is caused by the fundamental incompatibility between the rules set out in the international GSM standards and applied by the handset to find an appropriate GSM network, on the one hand, and the use of a non-Caymanian MCC to identify a GSM network in the Cayman Islands, on the other.

Network Selection Rules

7. According to the GSM specifications,
 the GSM handset will attempt to register itself on the “registered PLMN”
 (a “Location Registration”) when it is first turned on.  The handset will also attempt this Location Registration upon recovery from a loss or lack of coverage.  The “registered PLMN” is the last network on which the handset was able to effect a Location Registration.  In this regard, it is important to keep in mind that the “registered PLMN”, and all other PLMNs, are identified by the handset through the HNI broadcast by the network.

8. If the handset does not have a “registered PLMN”, or if the “registered PLMN” is not available, or if the Location Registration fails for any reason, the handset will apply a series of procedures to find an alternative network.  Different procedures apply if the handset is set to “Automatic Network Selection Mode” or to “Manual Network Selection Mode”.  The default setting used by the industry for this function on handsets is “Automatic”, so that customers can enjoy the full convenience and benefits of roaming coverage and service, without requiring manual intervention to access available networks.  Handsets typically provide some means, through the options “menu” structure, by which customers can choose the “Manual” setting, however, that option requires the customer to remember and execute several actions in order to connect successfully to a network each time a new network connection is required, for example after a power off/on cycle or after a wireless off/on cycle (for handsets so equipped) after loss of radio signal (e.g. when moving through an area where the signal is blocked by some structure or vegetation).

9. If the handset is set to “Automatic Network Selection Mode”, it will search in all of its frequency bands of operation, and will attempt to register itself on the following networks, in the following order, if those networks are both available and allowable,
 and if the Location Area is not in the “forbidden LAs for roaming” list:

a. the Home PLMN;

b. each PLMN in the “PLMN Selector” field in the SIM, in priority order;

c. any other PLMNs with a received signal level above –85 dBm, in random order;

d. all other PLMNs in order of decreasing signal strength.

10. If one of these options is available and allowable, and registration is successful, the handset will indicate the selected network.

11. If none of these options are available and allowable, the handset indicates “no service” to the customer, waits until a PLMN or a new location area in an allowable PLMN is available, and repeats the procedure.

12. If one of these options is available, but there was a Location Registration failure, the PLMN is placed on the “forbidden PLMN” list, and the handset will attempt a Location Registration on the available PLMN that is highest in the order of priority in the above list.  If all registration attempts have failed, the handset will select an available PLMN and enter a “limited service” state (only calls to 911 / emergency services are permitted).

13. If the handset is set to “Manual Network Selection Mode”, a different procedure applies.  The handset will display a list of all available PLMNs in all of its frequency bands of operation, including PLMNs on the “forbidden PLMN” list.  These PLMNs are listed in the following order:

a. the Home PLMN;

b. any PLMNs in the “PLMN Selector” data field in the SIM, in priority order;

c. other PLMNs with a received signal level above –85 dBm, in random order; and

d. all other PLMNs in order of decreasing signal strength.

14. The customer then selects his or her chosen network, and the handset attempts a Location Registration on that network.  If the registration fails, the handset indicates “No Service”, and the customer is free to make an attempt on another PLMN.  If all registration attempts have failed, the handset will select an available PLMN and enter a “limited service” state (only calls to 911 / emergency services are permitted).

15. If the handset finds the “registered PLMN” in the first step described above, it will not look any further for any other networks.
  In fact, regardless of which set of network selection procedures applies, once the handset has registered on a network, even in a limited service state, the handset will not attempt to keep looking for any other network.  As far as the handset is concerned, once it has found a network, it has done what it needed to do to provide service to the customer.

Impact on Cable & Wireless Customers

16. Based on these rules, it is clear what has happened to some Cable & Wireless customers.  When they used their handset in Cayman, the Cable & Wireless network became the “registered PLMN.”  When they roamed to the U.S., the handset could not find the Cable & Wireless network.  It looked, then, for any other allowed network, which includes the network of the AT&T affiliate, which then became the “registered PLMN”.  When the customer returned to Cayman, the handset looked for that “registered PLMN” and, as far as the handset is concerned, found it, because AT&T and the AT&T affiliate use the same HNI for their respective networks.

17. Other customers who have not traveled to the United States might still have had their handsets attempt a Location Registration on the AT&T network in the Cayman Islands, for instances when the Cable & Wireless network was not available.  In either case, though, the AT&T network will not permit registration on its network in the Cayman Islands, because the customer is not an AT&T customer.  The AT&T HNI would have been placed in the “forbidden PLMN list”
 and the result would have been, for the customer, a loss of service.

18. For those customers unable to roam in the United States using the network of AT&T’s affiliate in that country, the problem was as follows.  The customer’s handset had somehow attempted and failed a Location Registration on the AT&T network in Cayman.  That network, identified by the HNI, was then placed on the “forbidden PLMN list”.  The customer was subsequently unable to access the network of the AT&T affiliate in the U.S., because that network is “forbidden”.

Why this is not an Issue for AT&T

19. Cable & Wireless understands that this problem of “locking” onto the other 1900 MHz GSM network(s) in the Cayman Islands will not be an issue for AT&T and its customers, because AT&T can easily place Cable & Wireless on the “forbidden PLMN list”.  Because Cable & Wireless uses a Caymanian HNI, placing that HNI on the AT&T forbidden list will not affect any of AT&T’s roaming arrangements.

20. This option is not open to Cable & Wireless, as Cable & Wireless has roaming arrangements with AT&T’s mobile affiliate in the U.S.  Because AT&T and AT&T’s mobile affiliate in the U.S. both use the same U.S. HNI, and because the HNI is the only means by which handsets can identify a network, placing AT&T on the “forbidden list” would effectively eviscerate Cable & Wireless’ roaming arrangements with AT&T’s U.S.-based mobile affiliate.

21. The result would be to prevent Cable & Wireless customers from using one of the largest GSM networks in the U.S., and to reduce the level of service Cable & Wireless could make available to its customers in Cayman.  This will put Cable & Wireless at a significant competitive disadvantage, and give AT&T a significant (and artificial) competitive advantage, in the mobile market in the Cayman Islands, as mobile operators compete, inter alia, on the basis of roaming coverage.  While Cable & Wireless would be artificially restricted in where and with who its customers could roam, no other operator in the Cayman Islands would be so restricted.

Solutions and Discussion

22. Cable & Wireless has already discussed some of these service-affecting problems with AT&T personnel responsible for roaming arrangements, and has been compelled to accept a partial “solution”, so as not to further impair service to Caymanians.

23. Cable & Wireless explored a number of solutions.  The first was to place the existing U.S.-based AT&T HNI on the Cable & Wireless “forbidden list”.  The second is to require Cable & Wireless customers, through an extensive education campaign, to manually select the Cable & Wireless GSM network.  The third is for AT&T to use a Caymanian HNI and for Cable & Wireless to place that HNI on the “forbidden PLMN list”.  The fourth was to place the AT&T Location Area representing the Cayman Islands on a “forbidden LAs for roaming” list.

24. The first solution, and the solution that would be most consistent with the ETSI standards if AT&T were using the proper HNI in the Cayman Islands, is to place the other network’s HNI on a “forbidden PLMN” list.  As noted above, AT&T can avoid the problem of its customers not being able to “roam” abroad because AT&T can easily place Cable & Wireless HNI on its forbidden list.  This solution is not available to Cable & Wireless, because under the Automatic Network Selection Mode, registration on the AT&T network would never be attempted, as the AT&T HNI would be considered “forbidden” by Cable & Wireless handsets.  However, the same HNI is used in the U.S. to identify the network of the AT&T affiliate there, and, as discussed above, placing the AT&T HNI on the forbidden list would effectively prevent Cable & Wireless customers from roaming on the network of the AT&T affiliate in the U.S.

25. This would force Cable & Wireless into providing a lesser quality of service to its customers, and would put Cable & Wireless at a significant competitive disadvantage in the market for mobile services in Cayman.  When selecting a mobile service provider, consumers in the Cayman Islands will look both to the quality and extent of the service provided locally and provided internationally, particularly in the U.S.  This first “solution” would prevent Cable & Wireless from providing a competitive service to Caymanians, and will effectively limit the choice of consumers in Cayman.  Furthermore, this would cause inconvenience and disruption of service to Cable & Wireless’ customers.  This competitive disadvantage and these adverse effects on customers would not be due to any act or omission by Cable & Wireless, but solely because AT&T chose a non-standard arrangement in the Cayman Islands by choosing not to use a Cayman HNI.  Because this would be unfair to Cable & Wireless and its customers, Cable & Wireless had to find another solution.

26. Further, the use of the U.S.-based HNI by AT&T in Cayman is arguably a breach of Condition 14.1 of the AT&T ICT Licence, whether intentional or not.  It represents a decision by AT&T, or a concerted practice between AT&T and its U.S.-based affiliate, that would affect trade in the Cayman Islands and would have as its effect the restriction or distortion of competition within the Cayman Islands.  The decision to use the U.S.-based HNI is without doubt an AT&T decision, and clearly distorts competition in the Cayman Islands, as it impairs Cable & Wireless’ ability to provide service to its customers, both in the Cayman Islands and when they roam in the United States.  The fact that the Authority may have permitted AT&T to use a non-Caymanian HNI does not nevertheless permit AT&T to make any decisions that have the effect of restricting or distorting competition in the Cayman Islands, particularly when it is unlikely that AT&T advised the Authority of the potential market-distorting effects when it made its representations to the Authority in 2003.  Nor should AT&T be permitted to extend the position of market strength of its U.S.-based affiliate
 into the Cayman Islands, through the use of a U.S.-based HNI.

27. Based on the above, it should be clear that this first solution is disruptive to consumers, distorts competition, is not in the public interest, and is unacceptable to Cable & Wireless.

28. The second solution would be for Cable & Wireless to undertake a significant education campaign to educate Cable & Wireless customers on how to manually select the Cable & Wireless network when they are in Cayman.  Even assuming this approach could be 100% effective, this so-called “solution” would still result in another significant competitive disadvantage to Cable & Wireless.  The service provided by all other mobile licensees in the Cayman Islands would be transparent, automatic and effortless to their customers, while Cable & Wireless customers would have to take additional steps to take in order to obtain service from Cable & Wireless.  As above, this competitive disadvantage would be created solely by steps needed to counter the adverse effects of AT&T’s decision to use a U.S.-based HNI in the Cayman Islands.  This is unfair, not in the public interest, and clearly the result of an anti-competitive decision by AT&T.

29. As such, this second “solution” is unacceptable to Cable & Wireless.

30. The third solution would be to require AT&T to use an HNI issued by the Authority.  Cable & Wireless could then place that Caymanian HNI on the “forbidden PLMN list” without jeopardizing its roaming arrangement with AT&T’s affiliate in the U.S.  This would also ensure Cable & Wireless handsets never attempt to register on the AT&T network while in the Cayman Islands.  It would also ensure a level playing field in the competitive marketplace for mobile services, as Cable & Wireless would be able to provide its customers with the same level and quality and ease of service as all other mobile licensees in Cayman.

31. The fourth solution is the work-around that has been adopted in practice to address the “roaming” problem:  placing the AT&T network in the Cayman Islands on a “forbidden Location Area Code list”.  Under this approach, AT&T loads Cable & Wireless’ IMSI number ranges into its switch.  When a Cable & Wireless handset attempts a Location Registration on the AT&T network in the Cayman Islands, the AT&T network returns an answer that registration of the handset is forbidden in the specific Location Area (“LA”).  The handset in turn places the LA on a “forbidden LAs for roaming” list.  Because this is a “partial” or “temporary” restriction, unlike the “forbidden PLNM” list, the handset will attempt a Location Registration when in another LA on the same network (e.g., the U.S.).  The effective result is that the Cable & Wireless customer is not automatically prevented from roaming in the U.S.  This LAC Restriction was implemented on March 9, 2004, accordingly it is too soon to determine whether the solution is effective.

32. However, this work-around only addresses one of the service-affecting issues Cable & Wireless has experienced.  As far as the “in-country” problem is concerned, no solution has been found.  As noted above, the ETSI GSM standards provide that handsets should attempt to find the Home PLMN only when they are roaming on another network in the home country.  Any Cable & Wireless handset that only “sees” the AT&T network will never know that it is actually in the Cayman Islands because the network HNI indicates the U.S. Mobile Country Code and, accordingly, the handset will act as if it is in the U.S. therefore it will not look for the Home PLMN.  Cable & Wireless is aware that some handsets look for the Home PLMN, even when roaming, and is exploring with its manufacturers the extent to which Cable & Wireless’ handsets will do this.

33. This “solution” can be effective only if 100% of Cable & Wireless’ handsets will attempt to return to the Home PLMN even when roaming.  This is not at all a given, because such an arrangement would be outside the specifications of the ETSI standard that sets out how handsets should operate while roaming.  In addition, Cable & Wireless serves a small market and is a small customer to these handset manufacturers.  It is highly unlikely that Cable & Wireless will be able to persuade them to make such changes to the handsets, or that such changes will in fact be economically feasible.  Further, Cable & Wireless considers it highly inappropriate that it should be required to bear the cost and effort to find a solution to a problem created by AT&T in the first place.  Again, the use by AT&T of the U.S.-based HNI has provided it with an unfair advantage in the Cayman Islands by creating a problem for a competitor that can be resolved only at a cost to that competitor.

34. Cable & Wireless submits that, in the circumstances, the only solution that can ensure Caymanians enjoy the highest level of service from all mobile carriers in the Cayman Islands is to require AT&T to use a Caymanian HNI in the Cayman Islands.    

Action required

35. Accordingly, Cable & Wireless requires AT&T to cease immediately using in the Cayman Islands the HNI of its U.S.-based affiliate.

36. If AT&T does not do so, Cable & Wireless advises you that it will request that the Authority issue:

a. a determination reversing its 4 December 2003 determination on Mobile Country Codes and Mobile Network Codes; 

b. an order to AT&T that AT&T immediately cease using the 310-380 HNI, and start using a Cayman HNI issued by the Authority, on its network in the Cayman Islands;

c. an order to AT&T that AT&T immediately begin using SIM cards programmed with a Cayman HNI issued by the Authority, and take all steps necessary to give effect to that order, including advising all its roaming partners and the GSM Association of the new HNI, ceasing the use of the U.S. HNI currently being used in the Cayman Islands, and replacing all SIMs already provided to its customers that are programmed with the U.S. HNI; and

d. an order to Cable & Wireless that Cable & Wireless place the HNI issued by the Authority to AT&T on the “forbidden list” in Cable & Wireless SIMs.

Yours sincerely

Cable & Wireless (Cayman Islands) Ltd.

__[“Signed”]____________

Rudy B. Ebanks

Vice President, Regulatory and Carrier Relations

c.c.   Mr. David Archbold, Managing Director, Information and Communication        Technology Authority

            Mr. Timothy Adam, C.E. Cable & Wireless (CI) Ltd.         

            Ms. Lisa Agard, EVP Legal Regulatory & Public Policy, C&W

� 	The HNI is the combination of the Mobile Country Code (MCC) and Mobile Network Code (MNC) that is intended to uniquely identify each network in each country.  Cable & Wireless’ HNI is 346-140, where 346 is the MCC assigned by the International Telecommunications Union to the Cayman Islands and 140 is the MNC assigned to Cable & Wireless by the Authority.  AT&T’s HNI is 310-380, where 310 is an MCC assigned to the United States and 380 is the MNC assigned to AT&T Wireless Services, Inc. by the U.S. IMSI Administrator (currently Telcordia Technologies).  With the addition of a Mobile Subscriber Identification Number, the HNI becomes an International Mobile Station Identity (IMSI), which is supposed to uniquely identify each mobile user.


� 	The complaints began as early as 10 February 2004.


� 	Cable & Wireless’ affiliate in Barbados has experienced the same problem, as AT&T’s affiliate there also uses the U.S.-based HNI, and as they also have out-bound roaming arrangements with AT&T’s U.S.-based affiliate.  Other Cable & Wireless affiliates in the Eastern Caribbean (in particular Grenada, St. Lucia, and St. Vincent) are also beginning to experience the same service-affecting issues, particularly as they turn up their 1900 MHz networks.


� 	See in particular ETSI TS 100 930 v7.4.0 (2001-04), “Digital cellular telecommunications system (Phase 2+); Functions related to Mobile Station (MS) in idle mode and group receive mode (3GPP TS 03.22 version 7.4.0 Release1998); and ETSI TS 100 921 v7.0.1 (1999-97), “Digital cellular telecommunications system (Phase 2+); Service accessibility” (GSM specification 02.11 version 7.0.1 Release 1998).  These are available for download at www.etsi.org.


� 	“PLMN” stands for “Public Land Mobile Network”.  In this submission, “PLMN” and “network” will be used interchangeably.


� 	“Allowable” means the PLMN is not listed in the “Forbidden PLMN” data field in the SIM.


� 	There is one exception, where the registered PLMN is a Visited PLMN in the handset’s home country.  In that case, periodic attempts will be made to register on the Home PLMN.  However, the AT&T PLMN in the Cayman Islands will not be identified as a Visited PLMN in the home country of a Cable & Wireless handset, as the AT&T MCC is not a Cayman MCC.  (See section 3.2.2.5 of ETSI TS 100 921 v7.0.1 (1999-07) “Digital cellular telecommunications system (Phase 2+); Service Accessibility” (GSM 02.11 version 7.0.1 Release 1998), at page 10.)  


� 	Prior to March 9, 2004.  See below.


� 	AT&T’s U.S.-based affiliate, AT&T Wireless Services, Inc., is the third largest mobile service provider by number of subscribers (second largest by revenues) in the United States at this time, and will be the largest if the relevant authorities approve its acquisition by Cingular Wireless LLC.


� 	Further, handsets that attempted a Location Registration on AT&T’s network in the Cayman Islands prior to March 9, 2004, would still have the AT&T HNI in their “forbidden PLMN lists”.
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