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EXECUTIVE SUMMARY

For the first time since the inception of the Network Reliability and Interoperability Council (NRIC or the Council), the Federal Communications Commission (FCC) included in the charter of the Council the mandate to address the unique issues arising from the interconnection of circuit-switched and packet-switched networks.
  The charter of NRIC V reflects the dramatic change that has occurred and continues to occur in the communications and information services industry.  In many respects, the work of NRIC V brings the industry one step closer to the future -- a future where multiple firms using multiple technologies seamlessly provide both traditional voice and next-generation Internet protocol (IP)-based services and applications.  The seamless interconnection of these technologies presents tremendous opportunities for consumers in general and the United States economy as a whole.  As this Report reflects, it is essential that members of the communications industry continue to work together to develop the standards and best practices that ensure the reliability, security, and interoperability of these multiple technologies and providers.  Only through these cooperative efforts will consumers receive the full benefit of convergence and the continued revolution in communications.


Summary of Focus Group Work

As reflected in this Report, the Focus Groups produced a tremendous amount of valuable work product including fifteen recommendations, two informational white papers, and a final report summarizing the Focus Group work during the term of NRIC V.  These recommendations, white papers, and reports provide substantive technical guidance to the FCC for use in interpreting the Communications Act and to industry for adoption as best practices and standards.

The key learnings and recommendations from the four Focus Groups, set out in greater detail in this Report, are:
Focus Group 2:  Network Reliability.  Chair, Brian Moir, International Communications Association


Focus Group 2.A.2:  Best Practices on Packet Switching.  Karl Rauscher, Lucent Technologies 

The purpose of the Best Practices Subcommittee was to provide recommendations to the FCC and to the telecommunications industry that, when implemented, will assure optimal reliability of public telecommunications networks, including assuring optimal packet switched network reliability. 
Key Learnings of the subcommittee include: 
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High Level of Best Practice Implementation in industry



Best Practices are effective in promoting network reliability



Most Best Practices are not high in cost to implement



There is risk to not implement Best Practices



Existing Best Practices are sufficient, if implemented, in preventing outages reported under the NRIC V Subcommittee 2.B1 Trial

Focus Group 2.B.1:  Data Reporting and Analysis.  Chair, P.J. Aduskevicz, AT&T Corporation

The objectives of the NRIC V Data Reporting and Analysis Subcommittee were to 1) implement and evaluate a voluntary one-year outage reporting trial recommended by NRIC IV, 2) recommend improvements in mandatory outage reporting, and 3) evaluate and report on the reliability and availability of the Public Switched Telephone Network.

The subcommittee developed the following consensus recommendations on voluntary trial reporting for those service providers not currently required to report outages:



Based on the limited participation in the trial, Subcommittee 2.B1 recommends that the voluntary trial be terminated.



With the heightened sensitivity to sharing information on network outages in public, Subcommittee 2.B1 recommends that the FCC not initiate rulemaking on outage reporting for those service providers not currently required to report outages in accordance with Part 63 of the 



Based on the conclusion that other forums, such as Information Sharing and Analysis Centers (ISACs) and industry associations, are best suited to address information sharing and root cause analysis, Subcommittee 2.B1 recommends that industry fully support participation in such forums.

As set out in more detail in this Report, the subcommittee also developed three consensus recommendations on mandatory reporting for those service providers currently required to report outages.

Focus Group 2.B.2:  Data Reporting & Analysis on Packet Switching.  Chair, Paul Hartman, Beacon Consulting  

A primary task of Focus Group 2.B.2 was to define the term “outage” as it applies to the public Internet.   In particular the Focus Group was to determine whether the definition of an outage applicable to circuit switching makes sense in a packet switching environment.  The Focus Group determined that while there is much industry activity in the area of performance measurements, the traditional standards bodies that work on these issues are not quite ready with recommendations on what the metric or standard, e.g., numbers vs. measurements, should be in the area of outages in a packet switching environment.  The Focus Group recommends, therefore, that the efforts of these and other groups be monitored for the expected delivery of these metrics or standards.
Focus Group 3:  Wireline Network Spectral Integrity.  Chair, Ed Eckert, Catena Networks

The mission of the NRIC V Wireline Network Spectral Integrity (WNSI) Focus Group was to provide recommendations to the FCC and to the telecommunications industry that, when implemented, will:  ensure the integrity of coexisting services in wireline public telecommunications networks; facilitate widespread and unencumbered deployment of xDSL and associated wireline high speed access technologies, and; encourage network architecture and technology evolution that safeguards the integrity of wireline public telecommunications networks while maximizing capacity, availability and throughput in an unbundled/competitive environment.

Focus Group 3 produced seven recommendations and one White Paper during its charter.  The recommendations, discussed in detail in this Report, addressed the following topics:



1 New Technology, Frequency Planning.



2 – Ingress/Egress Issues; In-Premises Wireline Transmitters.



3: - Equipment Registration, Application of Part 68 to xDSL TU-R (Customer Located Equipment).



4 - Intermediate Transceiver Unit (TU) Issues.



5: - Line Sharing Test Access.



6 - Intermediate TU Issues – Remote DSL.



7 - Exchange of spectrum management information between loop owners, service providers and equipment vendors.

Since no consensus could be attained on a solution for the friendly coexistence of CO-based and remote DSL deployment (Recommendation #6 remand), it was agreed that the Focus Group would produce a white paper to address the outstanding issues.  The White Paper is included in full in this Report. 



White Paper: “Remote Deployments of DSL: Advantages, Challenges, and Solutions.”

Focus Group 4:  Interoperability.  Chairs, Ross Callon, Juniper Networks and Scott Bradner, Harvard University 

The purpose of NRIC V Focus Group 4 was to provide recommendations to the FCC and to the telecommunications industry that, when implemented, will facilitate and assure interoperability of public data networks.

The Focus Group produced two outputs:




A short statement recommending that Internet providers, and especially the largest Internet providers, consider, consistent with their business practices, publication of their criteria for peering; and 



An informational paper discussing Internet protocol (IP) service provider interconnection, peering, and transit service. 

The Focus Group notes that the area of IP service provider interconnection is somewhat complex, and is an area where there has been significant interest both in the United States and internationally. The Focus Group therefore offers the informational White Paper attached as part of this Report as an aid to ongoing discussions in this area. 

Summary of September 11th Restoration and Recovery Efforts

In addition to the tremendous work produced by the individual focus groups over the past two years, the industry experts who participated in NRIC V also played a critical and substantial role in the rescue, restoration, and recovery efforts that followed the horrific terrorist attacks on September 11, 2001 in New York, Washington, D.C., and Pennsylvania.
The attacks made us keenly aware of the critical role of the nation’s communications infrastructure.  Whether it was emergency personnel performing the heartbreaking and toilsome task of saving lives, friends and family trying to determine the welfare of one another, or the constant need of the American public to obtain up-to-date information regarding the tragedies, the limits of the wireline networks, wireless networks, the Internet, and our nation’s broadcast systems were tested to an extreme never before contemplated.


Not only were the networks tested by the physical destruction suffered in New York at Ground Zero, but it was also necessary for providers to manage the capacity of their networks by rerouting and prioritizing traffic in order to ensure that emergency personnel and those most immediately affected by the attacks were able to have their calls completed.  The communications and information services industry immediately devoted significant resources to assist in the rescue and recovery efforts taking place across our country, and the efforts of those involved were tremendous.  


Some of the key learnings from the industry restoration and recovery efforts include:



Industry cooperation, information sharing and mutual aid are critical to ensuring expeditious restoration and recovery of the nations communications networks.



Providers and customers should consider the benefits of redundancy and physical or geographic diversity, and deploy networks that can route voice and data traffic around trouble spots.



Providers should adopt standards to ensure that networks can better withstand cyber-attacks.



All providers should establish a priority access system similar to the Government Emergency Telecommunication Service (GETS) system managed by the National Communications System (NCS), which will give priority classification to emergency personnel calls.

While the world was deeply saddened by the tragic events of September 11th, as industry advisors to the FCC, it is imperative that the Council focus on network reliability and security with an eye towards possible future attacks, events that heretofore were unimaginable.  To that end, it is important that industry continue to demonstrate the ability to work together in the wake of this national tragedy.

Industry and the government have a significant amount to learn from the restoration, rescue, and recovery efforts, as detailed in Appendix D of this Report, and as the network providers and manufacturers who build, operate, and maintain these networks, the Council has the responsibility of determining how the networks performed in the aftermath of the attacks and what practices and standards should be instituted in the future to ensure greater reliability and security.

Moreover, the industry experts who participate in NRIC must use their knowledge and expertise to assist the FCC in its participation in the critical infrastructure protection board created by President George W. Bush, and headed by Richard Clarke, the Presidential Advisor for Cyberspace Security.  As has been recognized by the government, the security and reliability of the interconnected network of networks that makes up our communications infrastructure is critical in ensuring homeland security.   NRIC’s future activities will also necessarily require coordination with other federal advisory committees, including the National Security Telecommunications Advisory Committee (NSTAC).

It is these activities that will shape and focus the role of the participants in NRIC VI.  As FCC Chairman Michael K. Powell has expressed, in the future, NRIC must focus on minimizing existing vulnerabilities in our nation’s communications infrastructure. 

BACKGROUND

The FCC first organized the Network Reliability Council in January of 1992 following a series of major service outages in various local exchange and interexchange wireline telephone networks.  These outages were unprecedented in scale and scope, and caused some of the public, the press, and the Congress to question the fundamental reliability of the nation’s public switched telephone network infrastructure.  The Council was organized as a Federal Advisory Committee under the provisions of the Federal Advisory Committee Act
 to create a forum for experts from the telecommunications industry, including academic and consumer organizations, to develop measures to reduce outages and their impact on consumers and enhance network reliability.  The NRC established a Steering Committee, the Network Reliability Steering (NRSC) under the auspices of the Alliance for Telecommunications Industry Solution (ATIS) (www.ATIS.org) to review areas of potential vulnerability.  NRC I produced a final report entitled “Network Reliability, a Report to the Nation.”  The report is available at www.nric.org.

Since 1992, the FCC has recharted the Council four times to address various technical issues of relevance and concern to the FCC, industry, and the public.  NRC II was chartered in 1994 to study the regional and demographic variations of network reliability, network interconnection, changing technologies, and essential communications and telecommuting capabilities during emergencies.  NRC II published a final report entitled “Network Reliability:  The Path Forward.”  The report is available at www.nric.org. 

After the passage of the Telecommunications Act of 1996,
 (1996 Act), the FCC rechartered the Council and renamed it to the Network Reliability and Interoperability Council.  The mission of NRIC III was to advise the FCC on the implementation of section 256 of the 1996 Act.  Section 256 requires the Commission to establish procedures to oversee coordinated network planning by telecommunications carriers and other providers of telecommunications service and permits the FCC to participate in the development of public network interconnectivity standards by appropriate industry standards-setting bodies.
  The recommendations of NRIC III are contained in “NRIC Network Interoperability.  The Key to Competition,” available at www.nric.org.

The charter for NRIC IV charged the Council with assessing the impact of the year 2000 date change on networks and to study the current status of network reliability.  In addition to quarterly reports, testing guidelines and results, contingency plan templates, the Council produced a final report available at www.nric.org.

In January 2000, the FCC revised the charter of the Council “to provide recommendations to the FCC and to the telecommunications industry that, when implemented, will assure optimal reliability and interoperability of public telecommunications networks.”
  In March 2000, then FCC Chairman William E. Kennard and then Commissioner Michael K. Powell announced that James Q. Crowe, President and CEO of Level 3 Communications, Inc., would chair the next term of NRIC V.

The FCC charted NRIC V with the specific mission of providing advice and recommendations to the FCC on issues of reliability, interoperability, and security arising in a multi-provider, multi-technology environment. 

Consistent with the requirements of the Federal Advisory Committee Act, the membership of the Council is broadly balanced to reflect the interests being addressed by its charter.  It includes senior representatives from large and small local exchange carriers, including both incumbent and competitive carriers; large and small interexchange carriers; terrestrial wireless and satellite service providers; cable providers; Internet service providers, manufacturers of both network and customer premises equipment, representatives of institutional and residential consumers, state regulators, standards-setting bodies, various telecommunications and information services related trade associations, and others.

To develop the technical advice sought by the Commission, the Council met on a quarterly basis for two years.  It organized four focus groups, as described above, to study the issues delineated in the NRIC V charter and develop recommendations for consideration by the Council.

The attached Report reflects the contributions of more than 200 persons with technical expertise and background who participated in the Council’s work, and is a general consensus of those contributors.

MISSION AND CHARTER

A primary motivator behind the charter for NRIC V was the FCC’s conclusion that it is “compelled to play a role in fostering timely, fair, and open development of standards for current and future technologies.”
  The FCC concluded that a Federal Advisory Committee (FAC) was the appropriate forum to advise it on spectrum compatibility standards and spectrum management practices to ensure the competitive deployment of advanced services.

In addition, the NRIC V charter charged the Council with the general responsibility of “provid[ing] recommendations to the FCC and to the telecommunications industry that, when implemented, will assure optimal reliability and interoperability of public telecommunications networks.”    

The charter, which is included in the Report as Appendix A set out three subject matters for the Council to address.  To meet this mandate, the Council established four Focus Groups:



Focus Group 1:  Y2K. To continue its work relating to the year 2000 (Y2K) date rollover on telecommunications networks.



Focus Group 2: Network Reliability. To evaluate and on the reliability of public telecommunications network services in the United States, including the reliability of packet-switched networks.



Focus Group 3:  Wireline Spectral Integrity.  To make recommendations concerning spectral compatibility and the development of spectrum management in wireline networks and facilitate the deployment of xDSL and associated technologies.



Focus Group 4:  Interoperability of Public Data Networks.  To provide recommendations that when implemented will facilitate and ensure interoperability of public data networks.

FOCUS GROUP REPORTS

FOCUS GROUP 2.A.2

FOCUS GROUP 2.B.1

FOCUS GROUP 2.B.2

FOCUS GROUP 3

FOCUS GROUP 4
NEXT STEPS
Although the individual Focus Groups have raised issues that will require further consideration, the primary focus of NRIC as well as other federal committees and government agencies will be the security of our nation’s communications infrastructure.  Through future Councils, industry can continue to work together to ensure that the nation’s communications networks are reliable in the face of physical and cyber-attacks.   While there can be considerable costs to implementing any standards or best practices, the costs are significantly reduced where all participants cooperate to develop and implement such standards and best practices based on industry consensus and self-regulation.

APPENDICES
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NRIC V Charter
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� 	As a Federal Advisory Committee (FAC), the rechartering of NRIC is subject to approval by the Administrator of the General Services Administration. See 41 C.F.R. §§ 105-54.201 -- 105-54.202. 


� 	Federal Advisory Committee Act, 5 U.S.C., App. 2 (1988) (FACA).


� 	Telecommunications Act of 1996, Pub.L. 104-104, Feb. 8, 1996, 110 Stat. 56, codified at � HYPERLINK "http://www.lexis.com/research/buttonTFLink?_m=64867573d7ef631dd0508738bfaf94f6&_xfercite=%3ccite%20cc%3d%22USA%22%3e%3c%21%5bCDATA%5b14%20FCC%20Rcd%2020912%5d%5d%3e%3c%2fcite%3e&_butType=4&_butStat=0&_butNum=1&_butInline=1&_butinfo=47%20USC%201 �47 U.S.C. § 151� et seq. (1996 Act). The 1996 Act amended the Communications Act of 1934. 


� 	47 U.S.C. § 256.


�	The revised Charter of the NRIC V is attached as Appendix D.


� 	See � HYPERLINK "http://www.lexis.com/research/retrieve?_m=b7f68aab97d70c561c97961e387c054f&docnum=7&_fmtstr=FULL&_startdoc=1&_startchk=1&wchp=dGLStS-lSlWS&_md5=d7106be89eff5179c3b8d8289a647472" \t "_self" �In the Matters of Deployment of Wireline Services Offering Advanced Telecommunications Capability and Implementation of the Local Competition Provisions of the Telecommunications Act of 1996�, Third Report and Order, CC Docket No. 98-147; Fourth Report and Order, CC Docket No. 96-98, 14 FCC Rcd 20912 at 20993, para. 184 (1999). 
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